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ClO strategic technologies reflect increased interest in “lighter-weight”
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ClO technologies Ranking of technologies ClOs selected
as one of their top 5 priorities in 2010

Ranking 2009 2008 2007

Virtualization )
Cloud computing f 16 %

4 15 15
Business intelligence (BI) 5 i
Mobile technologies 6 1‘ 12 12 11
Data/document management and storage 7 4 10 9 9
Service-oriented applications and architecture 8 4 9 10 L
Security technologies 9 J} 5 6
IT management 10 ¥ *
Enterprise applications 11 J] ’E‘ E| E|

* New question for that year

Source: Gartner Executive Programs : * Leading in Times of Transition: The 2010 CIO Agenda ”15 145
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Innovate in Your Network Learn More Develop

OpenFlow enables networks to evolve, by giving a remote controller the power to

modify the behavior of network devices, through a well-defined "forwarding ."‘
I.

instruction set”. The growmg OpenFlow ecosystem now includes routers, switches,
virtual switches, and access points from a range of vendors. . W ‘

Pa rtlt:|pate

kir on (ONF) is now the home of the Of
the ex cttmg atandardl'*atton and commercial development and deg

OpenFlow News

Boston CIO Workshop on Expanding OpenFlow/SDN Welcome to the Open Networking Foundation!

SUCCESS ) The Open Networking Foundation is a nonprofit organization dedicated to promoting
D L Ry a new approach to networking called Software-Defined Networking (SDN). SDN
The GENI CIO Workshop held in Boston on July 7 was a success with rep allows owners and operators of networks to control and manage their networks to

best serve their users' needs. ONF's first priority is to develop and use the OpenFlow

protocol. Through simplified hardware and network management, OpenFlow seeks
to increase network functionality while lowering the cost associated with operating
networks.

http://www.openflow.org/
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%% 27k : Embedded systems virtualization: Consider a Hypervisor
http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor
%4k . 10 questions to ask when choosing a virtualization solution
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K AR © http://www.iphonic.tv/iphone_screen_amaze.png

h R : http://en.wikipedia.org/wiki/File:Smartphone_share_current.png
%% &% : iPhone - Playing mamediphone with a WiiMote
http://www.youtube.com/watch?v=2AqgIWPnrlc

%% A% : Android running on iPhone! ) )
http://linuxoniphone.blogspot.corr?/2010/04/ive-been-working-on-this-quietly-in.htmI ® Symbian @ RIM Android
http://www.youtube.com/watch?v=5yO2KQHkt4A ® Apple ® Windows Mobile @ Linux
4% 4% : Android on Motorola Rokr E6 @ Other
http://www.youtube.com/watch?v=-QAWd4ljV3g

%% A% : Dual Boot Windows Mobile and Android
http://www.redmondpie.com/how-to-dual-boot-windows-mobile-and-android-on-windows-phone-9140407/
http://www.youtube.com/watch?v=Nvj4ObHmMxCI
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%% %)% . Embedded systems virtualization: Consider a Hypervisor
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Embedded XEN

on ARM platforms
http://embeddedxen.sf.net

- rg’t

Bt

SourceForge.net > Find Software >

g Embedded XEN on ARM platfﬂrms Alpha by rossierd

Summary | Files | Support Jevelop

EIMREU U U ATl 1 Zatio)
ZEE R

suurcgm

Find Software Develop Create Project Blog Site Support About

mbedded XEN on ARM platfiorms

Requirement | KVM Xen Embedded "
Hyparvisor

Embedded o Yes5 V&5

Frocessor Support

Real-lime no no YEs

Fasl no no yes

communication

Foolprint >10MB 16MB <GdkB

Code size . 1005 kLoC .“I 00s kLoC _ 10 kLoC
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18,000
Millions of Communicating Devices Worldwide™ 16,000
14,000
12,000
10,000
Hn.r[htl]llb Devices, Consumer Elec tronics, 8,000
LITO I_i:'i e |r|?|rj_c"'|lr|:3 i1l:] h”li—-u._ LI'"FJJ-JHF]HI' &':_-,
YYS, and Othe
120 ErTItJF—'r‘le.—'d EI““-HDT_“EI'IT 6,000
2008 4,000
2,000
2014 0
2015
Source; IDC Device Base Model, 2009 *Excludes voice- and SMS-only phones
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L ]
Cell Phone:
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Figure 3. The Internet of Things
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Phone Hacking group LS. GAD reports that in 1985, Increase in attacks
Fhreaking “414s" break into hackers tried to break into on mobile devices, em-

Los Alamos Nat'l
Lab. computers

U.5. House of
Rep. begins hear-
ings on computer

security hacking

1970 1977 1982

Defense Dept. files 250,000 times;

~B65% of tries were successful
Marris First RSA
worm / Conference
CERT held
established

bedded systems, the
“internet of things”

ILOVEYOU
worm infects
millions
within hours

TCPAP—

Internet Protocol /
amateur hackers /

BEBSes

Federal Computer Systems
Protection Act, defining
computer crimes & recom-

mended penalties, fails to pass

Kevin Mitnick /
Increase in attacks
an commercial
enterprises

First DEFCON
hacking conference
held; becomes

an annual event

==ttt
1993 2000 2005 2009

Paris Hilton's
TMobile LISA
Sidekick hacked

Dmitry Sklyarov becomes 1st
person charged with violating
the Digital Millenium Copyright
Act (DCMA) at DEFCON
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Figure 6. The increase in security issues experienced by mobile device users
from 2006 to 2008; % of respondents. McAfee Mobile Security Report 2009
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H 3% 2 AL N (Malware) & 8038

Malware detected by year

14 million
12 million
10 million
8 million
6 million
4 million

2 million

l.ll-.k

———

92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08

o

Owver 3,000 new “species” of PC malware are released onto the Infernet every hour. Now that malware is sefting its sights on Device platforms
Source: AV LABS

B 7 R
U.S. Unprepared for Internet Device Flood: Unaddressed Security Problems & Talent Drought Threaten Long-Term Commercial, Government Interests
By: Kurt Stammberger, CISSP, Adrian Turner and Mat Small, Mocana With: Rich Nass, Sarah Friar, Goldman Sachs
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U.S. Households with Smart Meters

— Smart Meters provide 2-way
communications allowing utilities
and/or homeowners to monitor
- and control energy consumption.

{Excludes OMLY Automated Metering Systems)

MILLIONS OF HOUSEHOLDS
O = N W & 0O OO d 0

2006 2007 2008 2009 2010 201 2012

© Copyright 2009 - Parks Associates
B 7 R
U.S. Unprepared for Internet Device Flood: Unaddressed Security Problems & Talent Drought Threaten Long-Term Commercial, Government Interests
By: Kurt Stammberger, CISSP, Adrian Turner and Mat Small, Mocana With: Rich Nass, Sarah Friar, Goldman Sachs
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Guest OS 1 g Guest OS 2 :

VMXON Region #A - VMXON Region #B \]

VMCS #1A |  VMCS#1B

h &% : Hacks in Taiwan Conference 2010
http://www.hitcon.org/hit2010/download/6_New%20Battlefield%20For%20Malware%20Game.pdf
E K% & PK/ Hypervisor - New Battlefield For Malware Game jE#tt#% - & &FA2 X7 6937 8%
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B — R R T R R I Wikil.eaks

5% A ® -

Facebook helps you connect and share with o cOuld become as important a journalistic ool

the people in your life, & the Freedom of Information Act,
_:'_ Time Magarine
| -
s Y : Submit documents
-~ J WA g
.| . FT’ f-::—#
- - B h AR

Which social network do you think poses the biggest risk to security?|

-
Linkedin

0% 15% 0% 45% 60%

B A ARR
Report Ranks Facebook As Greatest Corporate Security Risk


http://www.allfacebook.com/facebook-corporate-risk-2010-02
http://www.onlinesocialmedia.net/20100731/wikileaks-and-facebook-privacy-security-do-we-care/

A% &9 DropBox H ‘B 7 /£ Amazon S3 E
A A R g, |

-

CloudHSM

Virtual Private Cloud

Application

HSM Client

VPC Instance

AWS

vy

http://aws.typepad.com/aws/2013/03/aws-cloud-hsm-secure-key-storage-and-cryptographic-operations.html
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This story appeared on Network World at
httpz//www.networkworld.com/research/2013/050213-data-centers-under-water-what-269389.html

MBRMEXAER
aspmzrnzdData centers under water: What, me worry?
I EEAR R RIS,

REBE=E&RBK
N Computerworld - Given the dire warnings about climate change, some business and IT people are pondering this
{1+ DDoS #5%#7, Hhandle the crop of 100- and even 500-year storms, coastal flooding and other ecological disasters that climatolog]

By Arielle Emmett, Computerworld
May 03, 2013 08:29 AM ET

' - REts ) [ALSO: The world's coolest data centers]
Some experts suggest that managers of mission-critical IT centers simply need to harden existing facilities, other
ground and a third group says both strategies are needed.
DEBEREENORE, NetflixZEEE KRS But one thing is certain, experts say: Few IT organizations -- even those that suffered or narrowly escaped dama

2012/12/26 08:30 Most IT leaders are, if anything, taking the path of least resistance and expense.

HEHE 2012-12-26 08:30:14 £&E FisiE RE

NETFLIX = ErEEEA(Video O] BB A NTPIXEILERBERITB/IPLBEER
N atflixER 4R A S OB (0F) 2013-02-26

b“-"E “Hm 3 W=7 258, BIITRE| BS (o g+ 13

"t “ i MEEHEEMER, | prumreaREBnTrixai BREs s s, REAEER SRS
F H "J‘-, &5 T (Amazon.com) ] b RENRE EN cREMSANSPIE, EESMNEGAXEE,

BLEESXREENENAFLIRERRNEERNEE, HREEHEENS,
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