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18,000
Millions of Communicating Devices Worldwide* 16,000
14,000
12,000
10,000
III l.I S x!
e r[h 3 lllt: |[‘F~ '_’ . Consumer Electronics 8,000
i nadus trial \¥ 1-:] |"IIPI*~‘~ "‘"'-F-JJ-J[HHF &,-.
VS, and Other Errlbr—-ddt—'d E'4|J|Df"r ent 8000
2008 4,000
2,000
2014 0
2015
Source: |DC Device Base Model, 2009 *Excludes voice- and SMS-only phones
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Electric Toothbrush:
Automatically reorders
brush heads, shares
brushing habits

with your dentist

Automobile:

Maps traffic in real

time; others can

track your location

Alarm Clock:
Remote programs,
custom tones, turmns
on coffee maker

T

L
|
|

Refrigerator:
RFID tags reorders
groceries as
needed, and
suggests recipes

&7

meeeesssssssssssssssssssssmm  ZONMMUTE so——

P - v
Home | Bed g @ E g Workplace

l__i

Coffee Maker:
Custom setting for
each coffee type,
starts when alarm
goes off

®
Oven: Oven
settings from
computer or phone
if running late

Smart Scale:
Measures and
sends weight info for
progress tracking

B hH KR :

Cell Phone:

W T R ) B AR R B

Computer:
Centralized control for
remote interface to

Media Player:
Remaotely orders
new songs & video

any other device ®
L ]
VolP phone: Printer: Microwave:
Automatic updates, Automatically Automatically sets
integration and reorders toner and cook cycle with
forwarding paper as needed RFID recognition

!

m e
g

HVAC: Controls

temperature &
lights for maximum

efficiency

Secure performs
identification &

verification for
payments

Figure 3. The Internet of Things

-

o

)
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Building Security:
Security cameras
interact with facial
recognition database

e

!

- |
L
COMMUTE m—

- Home |/ Bed

\_l

Television:
Immediate "one-click”
ordering of products
seen on commercials

Vending:
Automatically
reorders supplies
before it's empty

Exercise Equipment:
Recognizes individual
user and tracks
workout schedule
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Phone Hacking group LLS,. GAD reports that in 1995, Increase in attacks
Phreaking “414s" break into hackers tried to break into on mabile devices, em-
Los Alamos Nat'l  Defense Dept. files 250,000 times; bedded systems, the
Lab. computers ~65% of tries were successful “internet of things”
LS. House of Marris First RSA ILOVEYOU
Rep. begins hear- worm / Conference worm infects
ings on computer CERT held millions
security hacking  established within hours
r—+——tt—r—it——o-—tttr—t—=ee—i—r—t—t—t———=_yeg—i———=_
1970 1977 1982 1988 1993 2000 2005 2009
TCP/IP— Kevin Mitnick / Paris Hilton's

ER

Internet Protocol /
amateur hackers /
BESes

Federal Computer Systems
Protection Act, defining
computer crimes & recom-
mended penalties, fails to pass

Increase in attacks
on commercial
enterprises

First DEFCON
hacking conference
held; becomes

an annual event

T-Mabile LISA
Sidekick hacked

Dmitry Sklyarov becomes 1st
person charged with violating
the Digital Millenium Copyright
Act (DCMA) at DEFCON

by


http://whitepapers.opensystemsmedia.com/u/pdfs/WhitePaper.mocana_attacktrends_wp_wireless.pdf
http://www.mocana.com/

hecm_
8007 |

£00T |
800 |

£00T |
8007

£L00T |
8007 |

£007 |

800¢

£00T |
8007

£00T
800C |

£00C |
8007 |

60%

50%

40%

30%

20%

10%

0%

SoB1IE 92IAI0S
JO |elua(q

sonss| Aloile|nba.
pue Aseald

wJioj Aue ul
syoene Buiysiyd

S821A8p WOJJ
elep Jasn JO SSO7

swa|qo.d
luajuooyuoneoldde
Aved piiyg

syoene weds
1X8} 10 9210/

Su0I1109)ul
alemAds/snaip

sanssi| Ajloedeo
921A18S 10 YIOMIaN

10

Figure 6. The increase in security issues experienced by mobile device users
from 2006 to 2008; % of respondents. McAfee Mobile Security Report 2009
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H 38 B E A2 X (Malware) & i 3%

Malware detected by year

14 million
12 million
10 million
8 million
6 million
4 million

2 million

l.ll-.k

e ——

92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09
Over 3,000 new “species” of PC malware are released onto the Internet every hour. Now that malware is setting its sights on Device platforms
Source: AV LABS
B R AR :
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By: Kurt Stammberger, CISSP, Adrian Turner and Mat Small, Mocana With: Rich Nass, Sarah Friar, Goldman Sachs
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U.S. Households with Smart Meters

— Smart Meters provide 2-way
communications allowing utilities
and/or homeowners to monitor
- and control energy consumption.

{Excludes OMLY Automated Metering Systems)

MILLIONS OF HOUSEHOLDS
S = N W B O O d 0

2006 2007 2008 2009 2010 2011

€& Copyright 2009 - Parks Associates
BhRR

By: Kurt Stammberger, CISSP, Adrian Turner and Mat Small, Mocana With: Rich Nass, Sarah Friar, Goldman Sachs

2012
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h A% . Hacks in Taiwan Conference 2010
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WikilLeaks

Fasahoak heldps you connect and share with

e S0l become as important a purmalistic ool

the people in your life, a the Freedom of Information Act,
_:-_ Time: Magazine
i -
s o _ Submit documents
B R Rk

Which social network do you think poses the biggest risk to security?|

e
Linkedin

0% 15% 0% 45% &0%

Report Ranks Facebook As Greatest Corporate Security Risk
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http://www.allfacebook.com/facebook-corporate-risk-2010-02
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124 NIDS &9 %

A RE (1) L4k B 3% A

MNZE B ARG E A LA AR —EAR

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.363811 168.150.177.165:1051 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:4000 IpLen:20 DgmLen:138 DF

kR AP*** Seq: 0x2ES89B8 Ack: 0x642D47F9 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.385573 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:80 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.386910 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:82 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.388244 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:84 IpLen:20 DgmLen:161

Len: 133

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.405923 168.150.177.164:1035 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:94 IpLen:20 DgmLen: 138 DF

*EEAP*** Seq: 0x82073DFF Ack: 0x2468EB82 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.417045 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:105 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.420759 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:117 IpLen:20 DgmLen:160

Len: 132

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.422095 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:118 IpLen:20 DgmLen:161

Len: 133

[**][1:2351:10] NETBIOS DCERPC ISystemActivator path overflow attempt little endian
unicode [**]

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
09/04-17:53:56.442445 198.8.16.1:10179 -> 168.150.177.164:135

TCP TTL:105 TOS:0x0 ID:49809 IpLen:20 DgmLen:1420 DF

R AFEEE Seq: 0xFI9S89BBF Ack: 0x82CCF5B7 Win: OXFFFF TcpLen: 20

[Xref => http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx ][ Xref =>
http://cgi.nessus.org/plugins/dump.php3?id=11808][Xref => http://cve.mitre.org/cgi-
bin/cvename.cgi?name=2003-0352][ Xref => http://www.securityfocus.com/bid/8205]

[**] [122:3:0] (portscan) TCP Portsweep [**]

[Priority: 3]

09/04-17:53:56.499016 198.8.16.1 -> 168.150.177.166
PROTO:255 TTL:0 TOS:0x0 ID:1750 IpLen:20 DgmLen:168

22
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124 NIDS &9 %

AR RS (2) BhkE B
SR 6

AT AA R BE R EEE 7 X 2R3

=, A ] = s ([BA Oue = 0

. File Edit View Go Bookmarks Tools Window Help
[» [ |

AR

Basic Analysis and Security Engine (BASE)

me | Search | AG M

Added 0 alert(s) to the Alert cache
Queried DB on : Thu October 14, 2004 22:04:44

Meta Criteria any
IP Criteria any
TCP Criteria any
Payload Criteria any

Summary Statistics

[ Back ]

Sensors

Unique Alerts [ classifications )

Lnigue addresses: source | destination
Unique IP links

Source Port: TCP | UDP
Destination Port: TCP | UDP
Time profile of alerts

Displaying alerts 1-50 of 81 total

[ 1D = Signature =

[snort] NETBIOS SME IPC% share unicode access
[ #0-(1-84)

[snort] NETBIOS SME IPCH$ share unicode access
[~ #1-(1-83)

[snort] NETBIOS SME IPC$ share unicode access
I~ #2-1-82)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
[~ #3-(1-80)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
™ #4-1-81)

= Timestamp =

2004-10-08
11:25:441

2004-10-08
11:25:31

2004-10-08
11:25:05

2004-10-04
22:25:441

2004-10-04
22:25:41

= Source Address >

192.168.1.100:1613

192.168.1.100:1 608

192.168.1.100:1 601

192.168.1.4:42184

192.168.1.4:421 63

= Dest. Address >

192.168.1.4:139

192.168.1.4:139

192.168.1.4:139

67.19.245.228:80

67.19.245.228:80

= Layer 4 Proto =

TCP

TCP

TCP

TCP

TCP

== ]
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— Intranet

Internet
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o ML ZAR R4S AT _EAR B E AT ICAS-| B F %6
Hadoop # % A4 %.% M ( HDFS )

» #| Al Hadoop # MapReduce T & M Pr3&+t09 8 &
i R E

« ST REEG TR EANSG X TA R HBase A
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Destination

ICAS-| #5615 a9 Z R 4 R

Attack Source IP
Signature

Destination
Port

Source Port

Packet
Protocol

Timestamp

Destination

Host 1

Attack Source [P

Signature

Trojan

Sipl,Sip2

Destination
Port

Source Port

Packet
Protocol

Timestamp

80,443

4077,5002

tcp

T1,T2,T3

Host 2

Trojan

Sipl

443

5002

tep

T4




ICAS-| RS S5 8 3 3T

Machine:

— CPU : Intel quad-core, Memory : 2 GB,

OS : Linux : Ubuntu 8.04 server

Software : version

—Hadoop : 0.16.4

—Hbase : 0.1.3

—Java : 6

Alerts Data Sets

—MIT Lincoln Laboratory, Lincoln Lab Data Sets

— Computer Security group at UCDavis, tcpdump
file

30



1000

Analysis Time (sec)

10

ICAS-| % 4857 BF ]

The Consuming Time of Each Number of Data Sets

® Traditional 1 nodes L) 2 nodes H 4 nodes B 6 nodes

OOOOOO
UUUUUUU

374374

434 754 1174 1668 2182 3396
Alerts

12698
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ICAS-| kA &g &

Throughput Data Overall

Nl [ raditional

Analysis Time (sec)
Il nodes 2 nodes 4 nodes 6 nodes

1.068
1.333
1.76
3.145
4.73

7.909
14.949
19.901

374.374
383.82
301.346

Results

Reduction
Rate

39.51%
97.11%
97.93%
97.68%
97.19%
99.04%
99.27%
93.00%
98.87%
98.87%
99.72%
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AAH R BT LEBUATRE S A LR 94 F 6
— A A HF T A SCP 1%:£%] ICAS IT1F B 4%

~ BEA## ICAS HA L1 .
¥ — B E R F A8 B 3548
@ = C N f‘ || httpilseenss nehe org teficasiched) ’fﬁ ? J}j'%{-'l“ upload jﬂ ’ /%

———— N .
|| ICAS Bl + é‘ﬁﬂ@ﬂ"ﬁi@i}—)ﬁ #ﬁ'—%‘é‘?\
Coogle SEREXEE » B [Googe TAFI| BUHIR? mREST %T— Jﬁlﬁz

FPlease upload your Snort Log

(ex fvarflogfsnortialert. ). /
ERMA LT AN ELERE=4

snort é/] 1S JV}"’” _3; icas g0 1o final report directony

I 7})1‘
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ICAS-Il PT & A 8)3R & ¢ SR K B E

4238 ICAS-Il FATHE » T ALF 2| LA A -
B PAEE AR KGR > AR ELTFRERIEF @t L7 o

ZEGRA BB AL zﬁ%]&%‘ﬁ%‘ﬁ/ﬁy B Bp s S 77 % o

. ¢tl % IP 168.150.177.166 32 168.150.177.164 A #4745 & 04 2 &

239255255250 168.150.177.1
e
t“ﬂttﬂ‘i’l
33 "IH-E] [191 ]
/
{ /
/[ / !

| [235]] |' [2351]|I [2331] [ [2351] | 7

f
[ Attempt |'I_1'Lttamp Attempt | Attempt -

o

52 b 52 5
I / S - | \
/ I Attack

Attempt Attempt | \ Attempt
202.22.180.243 [2351] 168.150.177 163 168.150.192.114 [2351] [2003, 2004] | [2351]
. | — “*H"“““'-=———_____ _ .: II".
— Attempt T«f’f Attempt Kttauptl'l Attempt ™ - Attack Attam}t_"‘-——-.i____ | Attempt
2351 | [2351]/ [2351] | [2351] “~...[2003, 20041 \ [2351] [l [233]]
- e _*_ h T — A TT—
‘_f T:E_--\—_l —____* d___F_d--' e ;—.-L"______ - -
4.160.123 244 168.130.192 141 81.137.130.106 69.1079201 “ 221832108 ~* 628119049 165.165.187.
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