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[**] [1:538:15] NETBIOS SMB IPC$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority:
09/04-17:53:56.363811 168.150.177.165:1051 ->
168.150.177.166:139

TCP TTL:128 TOS:0x0 1D:4000 IpLen:20 DgmLen:138 DF
*AP** Seq: Ox2E589B8 Ack: 0x642D47F9 Win: 0x424
TcpLen: 20

[**] [1:1917:6] SCAN UPnNP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.385573 168.150.177.164:1032 ->
239.255.255.250:1900

UDP TTL:1 TOS:0x0 ID:80 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnNP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.386910 168.150.177.164:1(->
239.255.255.250:1900

UDP TTL:1 TOS:0x0 ID:82 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnNP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.388244 168.150.177.164:1032 ->
239.255.255.250:1900

UDP TTL:1 TOS:0x0 1D:84 IpLen:20 DgmLen:161

Len: 133
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[**] [1:1917:6] SCAN UPNP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.417045 168.150.177.164:45461 -> 168.150.177.1:1
UDP TTL:1 TOS:0x0 ID:105 IpLen:20 DgmLen:161

Len: 133

[**] [1:1917:6] SCAN UPnNP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.420759 168.150.177.164:45461 -> 168.150.177.1:1
UDP TTL:1 TOS:0x0 ID:117 IpLen:20 DgmLen:160

Len: 132

[**][1:1917:6] SCAN UPnNP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.422095 168.150.177.164:45461 -> 168.150.177.1:1
UDP TTL:1 TOS:0x0 ID:118 IpLen:20 DgmLen:161

Len: 133

[**] [1:2351:10] NETBIOS DCERPC ISystemActivator path overflow
attempt little endian unicode [**]

[Classification: Attempted Administrator Privilege Gain] [dtiiy: 1]
09/04-17:53:56.442445 198.8.16.1:10179 -> 168.150.177.164:135
TCP TTL:105 TOS:0x0 1D:49809 IpLen:20 DgmLen:1420 DF
AR Seq: OXF9589BBF Ack: 0x82CCF5B7 Win: OXFFFF
TcpLen: 20

[Xref => http://www.microsoft.com/technet/security/bulleM$03-
026.mspx][Xref =>
http://cgi.nessus.org/plugins/dump.php3?id=11808][Xref =>
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2003-0352][Xref =>
http://www.securityfocus.com/bid/8205]
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Alert Merge Example

Destination IP Attack Signature Source IP Destination Port Source Port  Packet Timestamp
Protocol
Host 1 Trojan Sipl 80 4077 tcp T1
Host 1 Trojan Sip2 80 4077 tcp T2
Host ! Trojar Sip] 44% 500z tcp T3
Host 2 Trojan Sipl 443 5002 tcp T4
Host 3 D.D.O.S Sip3 53 6007 udp T5
Host 3 D.D.O.S Sip4 53 6008 tcp T5
Host_3 D.D.O.S Sip5 53 6007 udp T5
Host 3 D.D.O.S Sip6 53 6008 tcp T5
Key Values
Host 1 Trojan Sip1,Sip2 80,443 4077,5002 tcp T1,72,73
Host 2 Trojan Sipl 443 5002 tcp T4
Host_3 D.D.O.S. Sip3,Sip4,Sip5 ,Sip6 53 6007,6008 tdp, u T5
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