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[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.363811 168.150.177.165:1051 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:4000 IpLen:20 DgmLen:138 DF

kR AP*** Seq: 0x2ES89B8 Ack: 0x642D47F9 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.385573 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:80 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.386910 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:82 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.388244 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:84 IpLen:20 DgmLen:161

Len: 133

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.405923 168.150.177.164:1035 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:94 IpLen:20 DgmLen: 138 DF

*EEAP*** Seq: 0x82073DFF Ack: 0x2468EB82 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.417045 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:105 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.420759 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:117 IpLen:20 DgmLen:160

Len: 132

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.422095 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:118 IpLen:20 DgmLen:161

Len: 133

[**][1:2351:10] NETBIOS DCERPC ISystemActivator path overflow attempt little endian
unicode [**]

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
09/04-17:53:56.442445 198.8.16.1:10179 -> 168.150.177.164:135

TCP TTL:105 TOS:0x0 ID:49809 IpLen:20 DgmLen:1420 DF

R AFEEE Seq: 0xFI9S89BBF Ack: 0x82CCF5B7 Win: OXFFFF TcpLen: 20

[Xref => http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx ][ Xref =>
http://cgi.nessus.org/plugins/dump.php3?id=11808][Xref => http://cve.mitre.org/cgi-
bin/cvename.cgi?name=2003-0352][ Xref => http://www.securityfocus.com/bid/8205]

[**] [122:3:0] (portscan) TCP Portsweep [**]

[Priority: 3]

09/04-17:53:56.499016 198.8.16.1 -> 168.150.177.166
PROTO:255 TTL:0 TOS:0x0 ID:1750 IpLen:20 DgmLen:168
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. File Edit View Go Bookmarks Tools Window Help
[» [ |

AR

Basic Analysis and Security Engine (BASE)

me | Search | AG M

Added 0 alert(s) to the Alert cache
Queried DB on : Thu October 14, 2004 22:04:44

Meta Criteria any
IP Criteria any
TCP Criteria any
Payload Criteria any

Summary Statistics

[ Back ]

Sensors

Unique Alerts [ classifications )

Lnigue addresses: source | destination
Unique IP links

Source Port: TCP | UDP
Destination Port: TCP | UDP
Time profile of alerts

Displaying alerts 1-50 of 81 total

[ 1D = Signature =

[snort] NETBIOS SME IPC% share unicode access
[ #0-(1-84)

[snort] NETBIOS SME IPCH$ share unicode access
[~ #1-(1-83)

[snort] NETBIOS SME IPC$ share unicode access
I~ #2-1-82)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
[~ #3-(1-80)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
™ #4-1-81)

= Timestamp =

2004-10-08
11:25:441

2004-10-08
11:25:31

2004-10-08
11:25:05

2004-10-04
22:25:441

2004-10-04
22:25:41

= Source Address >

192.168.1.100:1613

192.168.1.100:1 608

192.168.1.100:1 601

192.168.1.4:42184

192.168.1.4:421 63

= Dest. Address >

192.168.1.4:139

192.168.1.4:139

192.168.1.4:139

67.19.245.228:80

67.19.245.228:80

= Layer 4 Proto =

TCP

TCP

TCP

TCP

TCP

== ]
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Destination Attack
Signature

Source IP

Destination

Source Port

AR

Packet
Protocol

Timestamp

Destination Attack

Host 1

Signature

Trojan

Source IP

Sipl,Sip2

Destination

Source Port

Packet
Protocol

Timestamp

80,443

4077,5002

tcp

T1,T2,T3

Host 2

Trojan

Sipl

443

5002

tcp

T4
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Machine:

— CPU : Intel quad-core, Memory : 2 GB,

OS : Linux : Ubuntu 8.04 server

Software : version

—Hadoop : 0.16.4

—Hbase : 0.1.3

—~Java: 6

Alerts Data Sets

—MIT Lincoln Laboratory, Lincoln Lab Data Sets

— Computer Security group at UCDavis, tcpdump
file

13
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The Consuming Time of Each Number of Data Sets

B Tradi tional & 1 nodes | | 2 nodes & 4 nodes & 6 nodes
1000

374374 383.82
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ICAS-| kA &g &

Throughput Data Overall

Nl [ raditional

Analysis Time (sec)
Il nodes 2 nodes 4 nodes 6 nodes

1.068
1.333
1.76
3.145
4.73

7.909
14.949
19.901

374.374
383.82
301.346

Results

Reduction
Rate

39.51%
97.11%
97.93%
97.68%
97.19%
99.04%
99.27%
93.00%
98.87%
98.87%
99.72%




ICAS-

+ ICAS-| M EHENFHE » AMiR L FHHL
e ICAS-Il 35 # ABI4E & 5 18 5533 &k — TR 2521 B 26
o RA AR T XA BT A AL E S S

— A& A FHFZ VL SCP 2% 3] ICAS 1F B 4%

- B A EBICAS ®A L% - o
— 2R F AT B A
@ v c "] } .J hitp:fzecus nehe org twficasiche] ’fﬁ ? 5}%%5 T I-l__l J.:{% .i' ’ ,% \éjz‘t

) 1cas al: WAT E{E— bt B &

Google SEREZMEE ' B [Googe THF) BEMFE? waEsE 2 BE

FPlease upload your Snort Log

(ex fvarflogfsnortialert. ). /
rloat( |

@A TN = (e | [
71% Snort é@ %g’éﬂt"’élié go to final report directony
ICAS 757 )




ICAS-Il Tz A 8)3R & ¢ SR K B E

438 |CAS-Il 24T » =T UAF 5| sh AR B H o
B PHEE AR AAGE s TR EXFREXEFGELEF X o
LEI G RBEB RGN Zﬂi%]/{ﬁﬁ%—i TRy ) 8p BE LTy ik o

ﬂ:l LA IP 168.150.177.166 2 168.150.177.164 A #EATHE % 69 &
AT R

239255255250 168.150.177.1

P
t={:t1.ﬂ:l.'l
33 "IHE] [191 ]
/
f /
.'/ 'rl 'II
) | |I
I|II / - . — P f : -
[ Attempt |'I_1'Lttamp Attempt I.-"f_-""ttaupt ’__.--""-- fi " " Inf f :' h
I.' [2351] |' [2351]] [2351] [/ [2351] | -~ 3 P 5,”# b} 5 i
| f -~ :
|I | 1 / e d :
l Attempt Attempt | Attack ) Attempt
| 20222180243 [2351] 168.150.177.185 168.150.192.114 [2351] [2003, 2004] .55[2351]
| R .,-'-"'- "-\.\_"""-lq______ H 1
e — o T = = ! \
— Attempt T«f’f Attempt Kttauptl'l lttaupt . Attack I_:Lttampt e '|I Attempt
[Eiillfl [2331]/ [2331] ) [2351] = [2003, 2004] | [233]] i T— | [233]]
o __,_,.o-"' h ""'-\._L I“"’~-_\_ A _h'_'—\—____
1 -I""-FFF T}-_r_'--\._l _*— ____"‘-L *_'___,_-""-J-H-"‘L ____;_,_-'L":______'. ;_- -
4.160.123.244 168.150.192 141 §1.157.130.106 69.107.9.201 221.832.108 62.81.190 49 165.165.187.
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