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What is Cloud Computing ?
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T AR A& ZRIRELE AR Tve ?
another bubble economy ?

REBEARMAEREHRALD = .. ...
loud Computing is as simple as 5..4..3..2..1...
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THE WISDOM OF % /
CLOUDS -

What you need to knny::
about cloud computing

Source: http://www.cnet.co.uk/i} c/blg/cat/software/cloudcomputing/clouds1.jpg
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W, Bush, ( "It's STILL the economy, stupid”)
The GOP’s
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- 2002

PAUL BEGALA  Fshif R > A &3 TRE | T8 T
AUTHOR OF IS OUR CHILDREN LEARNING? < "It-s the data, Stupid" >
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- 2007
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World Wide Web (IOGB
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. Computational Load

u B Genome Data
8x Growth | 18 month

Jerso

Annual Email Intemet Archive Photosas

Traffic, no spam ;
(300pB+) (SR (2000PB#)
200% CAGR

Moore's Law
2x Growth | 18 months

200 of London’s 2004 Walmart
Traffic Cams Transaction DB

(8TB/day)

x Multiplier
l

UPMC Hospitals
Imaging Data
(500TB/yr)

Total digital data to be created this year 270,000PB oo)
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v
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Phillip B. Gibbons, Data-Intensive Computing Symposium
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Capacity vs. Usage
(Traditional Data Center)
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Source : http://awsmedia.s3.amazonaws.com/chartO1 traditional 720x540.jpg
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d" computing space

| HH [5] Microsoit's cloud computing system is growing up
r Fhiladelphia Inguirer - Moy 17 2003

|c] Google looks to be ‘cloud-cormputing' rainmaker for other online business sewices
Winnipeg Free Press - Mar 10 2010
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ClO strategic technologies reflect increased interest in “lighter-weight”
solutions

CIO technologies Ranking of technologies ClOs selected
as one of their top 5 priorities in 2010

Ranking 2009 2008 2007
Virtualization
Cloud computing 16 i

t

t
Business intelligence (B) 5 ut
Mobile technologies 6 ‘[‘ 12 12 11
Data/document management and storage Fi 4 10 9 9
Service-oriented applications and architecture 8 4 9 10 i
Security technologies 9 @. 8 5 6
IT management 10 2 *
Enterprise applications 11 J E‘ E| E|

* New question for that year

Source: Gartner Executive Programs : “ Leading in Times of Transition: The 2010 CIO Agenda ”


http://www.gartner.com/technology/research/content/cio_it_executives.jsp
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Searches Websites

Scale is based on the average worldwide traffic of cloud computing in all years. Leam more

cloud computing =100 virtualization 1.45

Search Volume index Gaoag| F rends A

4.0U

2.04

2004 2005 2006 2007 | 20048 | 2009 2010
[ B P e | I I B I 1 1

Mews refaranca wolume

! : £

Rank by | cloud computing 5]

Regions Cities
1. India I S — 1. Bangalore, India
2. Singapore ——— 2. Mahape, India
3. Hong Kong —— 3. Mumbai, India
4. South Korea — 4. Chennai, India
3. Taiwan e — 3. Delhi, India
6. — 6. San Jose, CA, USA
7. 1 == 7. Singapore, Singapore

| Al regions

Microsoft joins vidualization' push
Globe and Mail - Jan 22 2008

Microsoft enters virtualization with Windows
Canada.com - Feb 27 2008

Microsoft Launches Virtualization Blitzkrieg
CRM - Sep 8 2008

CA to Deliver Integrated Virtualization Mane

Erogram
WELT ONLINE - Sep 15 2008

=

Wyse and ViMware Users and Channel Part
Reuters - Aug 31 2009

Google looks to be ‘cloud-computing' rainme
Winnipeg Free Press - Mar 10 2010

More news resulis »
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cloud computing does not have enough search volume for ranking ﬁ T N
| | | RBLERT A TR
Scale is based on the average worldwide traffic of iphone in all years. Learn more
cloud computing '0 iphone =100 [pad =010 androld =0.10 chrome === 025
Search Volume index Google Tri | F A| iPhone 3G Successl!|
! Dallas Moming News - Jul
iPad | &
= “Ph 3L 8| iPod..iPhone...now, iPad
1 one ' Economic Times - Jan 27 «
2.00 A ' Apple unveils the "iPad"
N _ AFP - Jan 28 2010
“ fl - 0 iPad Gag Apps Missing: N
- ————age L— T R — - PC World - Apr 5 2010
2004 2005 2006 | 2007 | 2008 | 2003 2010
; I‘ II I-.e--- o :, I | | I I I I I I I I I I I I 1 E A[}mﬂ unveils iPhone 4 an
. o o 0s4
Android B Myjoyonline.com - Jun 7 2(
0 o F| iPhone 4 major leap on iP
T Times of India - Jun 24 20
Rank by |iphone | -
= JMm 3% v2 More news results »
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Amazon Web Service ( AWS ) amazon
R #E45 R % © Amazon EC2 webservices"

- Small (Default) $0.085 per hour(L) - $0.12 per hour(W)
- All Data Transfer $0.15 per GB

%4 5 JR7% © Amazon S3

- $0.15 per GB — first 50 TB / month of storage used

- $0.15 per GB — all data transfer in

- $0.01 per 1,000 PUT, COPY, POST, or LIST requests
¥4 : Paying for What You Use

\

%5 KR . http://eblog.cisanet.org.tw/post/Cloud-Computing.aspx
http://aws.amazon.com/ec2/pricing/
http://aws.typepad.com/aws/2010/02/aws-data-transfer-prices-reduced.html
http://aws.amazon.com/s3/#pricing


http://eblog.cisanet.org.tw/post/Cloud-Computing.aspx
http://aws.amazon.com/ec2/pricing/
http://aws.typepad.com/aws/2010/02/aws-data-transfer-prices-reduced.html
http://aws.amazon.com/s3/#pricing
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Web 2.0 Jrdy, Yashups, Wondlows, ..
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il g2 Conirol
Doz egyeiztion, Ddimission Coniol,
Piieing, SLA Meanagesment, Meising...
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Ji gz, Migiuzlizzition

VML, VI snenagzment end Deoloyment
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rifrasiructre. Corrig outer
Mestyor—"

eyeOS, Nuteh, ICAS,
H-RIME, ...

Hadoop (MapReduce),
Sector/Sphere, AppScale

OpenNebula, Enomaly,

Eucalyptus , OpenQRM, ...

Xen, KVM, VirtualBox,
@EMM QpenVz, ..
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. Google App Engine (GAE)
- R AT AATE LR JE AN Google F&X Lo
. }Ii’f/\ ;

- 500MB of storage

- up to 5 million page views a month

- 10 applications per developer account
» R

- X3 E A4l Python 2 Java
o ;‘1. %7}&4‘{_ .

~ B BHAR $0.12 £0/GB, AT $0.10 £T/GB

— CPU B $0.10 £ 7U/8F

— 4 489 A4t $0.15 £ L/IGB-4: /]

— EFEAAAE $0.0001 £ AT/EAR M4

%2 R http://code.google.com/intl/zh-TW/appengine/
http://code.google.com/intl/zh-TW/appengine/docs/billing.html



http://code.google.com/intl/zh-TW/appengine/
http://code.google.com/intl/zh-TW/appengine/docs/billing.html

Triraa Corz Tzennologlas of Soodgla Lo
Googls 7 =55 B EE T

» Google £ — & g9 F A 69 = K B 42 AT
* (Google shared their design of web-search engine
— SOSP 2003 :

— “The Google File System” GO Ugle

— http://labs.google.com/papers/gfs.html
— OSDI 2004 :

— “MapReduce : Simplifed Data Processing on Large Cluster”

— http://labs.google.com/papers/mapreduce.html

— OSDI 2006 :

— “Bigtable: A Distributed Storage System for Structured Data”

— http://labs.google.com/papers/bigtable-osdi06.pdf

32


http://labs.google.com/papers/gfs.html
http://labs.google.com/papers/mapreduce.html
http://labs.google.com/papers/bigtable-osdi06.pdf
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Sigranls HBase, Hypertable.
A huge ey-value datasioge Cassandra, ....
Mzip iz JJ L Hadoop MapReduce AP
rrw, ralls) procsss, date) Sphere MapReduce AP, ...
Guygle fitle Jysien Hadeoep Dislributed File System, (HDFS),
Ty siure petevyiss of date) Sector Distributed File System

# % X F3% % # MapReduce API & 1% :

http://trac.nchc.org. tw/grid/intertrac/wiki%3Ajazz/09-O4-14%23MapReduce
HALBAF LR G A As R A&

> IBM GPFS - http://www-03.ibm.com/systems/software/gpfs/

> Lustre - http://www.lustre.org/

> Ceph - http://ceph.newdream.net/
33


http://trac.nchc.org.tw/grid/intertrac/wiki%3Ajazz/09-04-14%23MapReduce
http://www-03.ibm.com/systems/software/gpfs/
http://www.lustre.org/
http://ceph.newdream.net/
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http://en.wikipedia.org/wiki/Virtualization
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— HERM ~ =H -~ THEAT
REMETE

— VMWare ESXi / vSphere

— Microsoft Hyper-V

— Citrix XenServer

Fa B % 5

— RV AE IR B AR B AR AN S B 3E R A
— (Server Consolidation)
~ o LRI E LR

— (Ex. #

% BT i A RS 15 )

Operating System

%% %

e -
Windows Server-200s
Hyper-V*

@ahn' CiTR!X@
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« EAFRFILA
— Microsoft Assessment and Planning (MAP) Toolkit for Hyper-V
— Hyper-V ##4#& L K% Server £ HH N » EAFFERESF
— Open Source: MRTG, Gangalia, Nagios, ....
- RECPUME ~WERAE ~ RFABRBRARFH ~ PRBHAL I H
o RSB RA
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http://technet.microsoft.com/en-us/solutionaccelerators/dd537570.aspx
http://oss.oetiker.ch/mrtg/
http://ganglia.sourceforge.net/
http://www.nagios.org/
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— VMWare Viewer 4

— Microsoft Hyper-V —
— Citrix XenDesktop [E” vmware
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http://www.vmware.com/files_inline/images/vdi_diagram_new_01.gif
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GREEN FAGTORY

WAt 7678 (DRBL) /2 & B m TEMHARERBI 5 F 0 h 5%
http://trac.nchc.org.tw/cloud/attachment/wiki/jazz/09-10-14/TSMC/08-08-1 7_DRBL_Green_C0mputing_V2 pdf
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0.06 1

M Casel (Local Boot with HD) I \ AERE @mﬁ

B Case? (PXE Boot with HD) (Diskless Remote Boot in Linux )

0.05 A

™ Case3 (PXE Boot without HD) bR = A R R e

R bk B B PR T

0.04 A

0.03 A

kW-h

140 4

0.02 4 Lt

100 1

0.01 A

80 -

60

Make kernel -j 1 Make kernel -j 2 Make kernel -j 3 Make kernel -j 4

40

Time (seconds)

20

AR BAFNE S TR F5%
http://drbl.nchc.org.tw , http://clonezilla.nchc.org.tw
MAs E2CC 8% % FR > F45%
http://trac.nchc.org.tw/grid/raw-attachment/wiki/deliverable09/1003anav.pdf

) H g‘/\‘ - ,',:f,
GEL T

‘ B4 B Clonezilla

s Clonezilla

WA R RSB
CRRARER R A K B
1R

B Casel (Local Boot with HD)
M Case2 (PXE Boot with HD)

I Case3 (PXE Boot without HD)

I,
o P

Make kernel -j 1  Make kernel -j 2 Make kernel -j 3 Make kernel -j 4


http://drbl.nchc.org.tw/
http://clonezilla.nchc.org.tw/
http://trac.nchc.org.tw/grid/raw-attachment/wiki/deliverable09/1003anav.pdf
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— RF B KEE | K EHER A
MERE T E : EMC -~ NetApp
HMERM 7L IBMGPFS

— Lustre ~ ZFS ~ GlusterFS...
FA = &

— By &+ £ & (Data Deduplication)
— R E M Ky ~ ¥R
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http://www.emc.com/
http://www.netapp.com/
http://www-03.ibm.com/systems/software/gpfs/index.html
http://www.lustre.org/
http://www.opensolaris.com/
http://www.gluster.org/

SUT dﬂ'mg 21219 mm Duz1) SuUrez
['TIJ _JJ \—J/ rﬁ/F"f:’ﬂr 5 JJJLLAJ/“]/'////

JE ) i Application eye0S, Nutch, ICAS,
Social Compuling, Enterprise, ISV,.. K-RIME, ...
B’EES Pro qummmgj Hadoop (MapReduce),
Weh 2.9 %8 , Washups, Werldlews, .. Sector/Sphere, AppScale

Conifol
Qos )eyoliaion, Jrlmrmwyjm Coniol,
Pricing, SLA Manageimes l\f,ljv,tsqrfl,mg......

OpenNebula, Enomaly,
Eucalyptus , OpenQRM, ...

fEde irtualizaiion Xen, KVM, VirtualBox,
VI, VI snanzgeiment nd Degloymes QEMU, 0= Doz, -

i 2 T}’nJW' d

L [If r;_btruuure Corre Flf JF@ ,EH ‘

&
(W
.,._11*

-
Natwo r&J




RS N T PIUS!

RAIMKZEZEEILH)K (UCSB) 9 R E L =

It was a research project of UCSB, USA "—7’7' Eucalyptus
H A7 ©.#% & Eucalyptus System i3 B3] & &4z

Now Eucalyptus System provide technical supports.

£ = B 952 3R1E H A 7T vidTk B 289 EC2

It designed to help user to build their own Amazon EC2

H e AAEH Amazon EC2 BLA & A P i@

Its feature is compatible with existing EC2 client.

%352 Ubuntu 9.04 Z.404k Eucalyptus & &4

Ubuntu Enterprise Cloud powered by Eucalyptus in 9.04

B AT A 424t Eucalyptus &% 7 B3 -F & 3z Mk

You can register trail account at http://open.eucalyptus.com/
BB B ARy BRAEE H B AN

Cons : you might need to type commands in some case

Bl# Eucalyptus B9 % % FaR > F45 %
http://trac.nchc.org.tw/grid/wiki/Eucalyptus


https://help.ubuntu.com/community/Eucalyptus
https://help.ubuntu.com/community/Eucalyptus
http://open.eucalyptus.com/
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus

R O DETT ED U o

http://www.opennebula.org

W BN B 2% € (European Union FP7 ) & 8 OpenNebUIa.org
Sponsor by European Union FP7

AR R R AR TR 09 BRI S
Turn Physical Cluster into Virtual Cluster
B3R R R AR RS ~ HEAZ ~ B4k (migration)
manage status, scheduling and migration of virtual cluster
Ubuntu 9.04 provide package of opennebula

EREE  F TS AR AT R B S 0938 4E (migration) o

Cons : You need to type commands to check or migration

M7~ OpenNebula %2 % AR > Application
# %% http://trac.nchc.org.tw/grid
/wiki/OpenNEDbula

———
SEVENTH FRAMEWORK
PROGRAMME

OpenNebula

Virtualizer Virtualizer

i
(

W T



http://www.opennebula.org/
http://www.opennebula.org/
http://www.opennebula.org/
https://help.ubuntu.com/community/OpenNebula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
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%% 2% : Embedded systems virtualization: Consider a Hypervisor
http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor
%% 2k : 10 questions to ask when choosing a virtualization solution
http://www.eetimes.com/design/eda-design/4006406/10-questions-to-ask-when-choosing-a-virtualization-solution


http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor
http://www.eetimes.com/design/eda-design/4006406/10-questions-to-ask-when-choosing-a-virtualization-solution
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2 4 ) B 2 BB ) 7,

@{> App Store
NDKIA symbian

B K &R : http://www.iphonic.tv/iphone_screen_amaze.png 41%
K &R @ http://en.wikipedia.org/wiki/File:Smartphone_share_current.png
%% % : iPhone - Playing mame4iphone with a WiiMote
http://www.youtube.com/watch?v=2AqgIWPnrlc

% % : Android running on iPhone!

http://linuxoniphone.blogspot.com/2010/04/ive-been-working-on-this-quietly-in.html & E?mma” & HI_M . -":"-.”dmid
http://www.youtube.com/watch?v=5yO2KQHKt4A ® Apple @ Windows Mobile @ Linux
%% 2% : Android on Motorola Rokr E6 @ Other

http://www.youtube.com/watch?v=-QAWd4ljV3g

%% 2% : Dual Boot Windows Mobile and Android
http://www.redmondpie.com/how-to-dual-boot-windows-mobile-and-android-on-windows-phone-9140407/
http://www.youtube.com/watch?v=Nvj4ObHmxCI


http://www.iphonic.tv/iphone_screen_amaze.png
http://en.wikipedia.org/wiki/File:Smartphone_share_current.png
http://www.youtube.com/watch?v=2AqgIWPnrlc
http://linuxoniphone.blogspot.com/2010/04/ive-been-working-on-this-quietly-in.html
http://www.youtube.com/watch?v=5yO2KQHkt4A
http://www.youtube.com/watch?v=-QAWd4ljV3g
http://www.redmondpie.com/how-to-dual-boot-windows-mobile-and-android-on-windows-phone-9140407/
http://www.youtube.com/watch?v=Nvj4ObHmxCI
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Trusted Partition Untrusted Partition

ﬂ

Message Message

1

Sending Receiving |
port port

Critical
code

Processor Hypervisor

Hardware

%% 4% : Embedded systems virtualization: Consider a Hypervisor
http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor

%% K% . Securing Smart Grid Devices - Using Virtualization to Protect the Grid
http://embeddedinnovator.com/securing-smart-grid-devices


http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor
http://embeddedinnovator.com/securing-smart-grid-devices
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%% 2% : Embedded systems virtualization: Consider a Hypervisor
http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor


http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor

Embedded XEN

on ARM platforms
http://embeddedxen.sf.net

KVM for ARM

http://www.ncl.cs.columbia.edu

f..//,

m”-—drj/ _J] \”_// r/?,r"f'

suurczm FIND AND DEVELOP OPEN SOURCE SOFTWARE

Find Software

4 Embedded XEN on ARM platforms s by rossierd

sSummary | Files

Support

Develop Crea

Develop

te Project Blog

Site Support  About

t binary image with

Requirement KV KB Ernbed daﬁ
Hypervisor

Embedded no yes V&5

Frocessor Support

Real-ime o no Yes

Fasl no no yes

communication

Footprint >10MB 16MB <GdkB

Code size . 1005 kLoC .'I 00s kLaC _ 10 kLaC



http://embeddedxen.sf.net/

7R B R BRI L~ M

h &% : Hacks in Taiwan Conference 2010
http://www.hitcon.org/hit2010/download/6_New%20Battlefield%20For%20Malware%20Game.pdf
E K% & PK/ Hypervisor - New Battlefield For Malware Game jE#tt% - & &4 X7 6937 8%


http://www.hitcon.org/hit2010/download/6_New%20Battlefield%20For%20Malware%20Game.pdf
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Slgraula HBase, Hypertable.
A huge key-velueg datasioge Cassandra,, ....
Magrzduse Hadorop MapReduce AP
To parallzl orocsss dei) Sphere MapReduce AP, ...
Gouyle fiile Sysisin Hadoop Distributed File System, (HDFS),
T siuie gsiEnyies of da) Sector Distributed File System

¥ % T Fl3& % 8 MapReduce API F1F :

http://trac.nchc.org. tw/grid/intertrac/wiki%3Ajazz/09-O4-14%23MapReduce
AR R AR AL

> |IBM GPFS - http://www-03.ibm.com/systems/software/gpfs/

> Lustre - http://www.lustre.org/
> Ceph - http://ceph.newdream.net/


http://trac.nchc.org.tw/grid/intertrac/wiki%3Ajazz/09-04-14%23MapReduce
http://www-03.ibm.com/systems/software/gpfs/
http://www.lustre.org/
http://ceph.newdream.net/

BN dﬂ'ju P:US Y1ty Doz20) Sutlies

fil & & P dris Puans B M

JEF 25 Application 2205, Nuleh, ICAS,
Soejal Compuling, Enferprize, ISV, SRIME, ...

Proyraiinlng Hadoop (MapReduce),

1, Meshu s, Wordlows, ... Sector/Sphere, AppScale
mu i}a Conitrol

s Ayt Openilebula, Encmaly,
Qo3 Neqoliation, Ddmission Contirol, A AR
Pricing, SLA Management, Metering... Bucalypius , OpenQRi, ...
E3e Virtualization Hem, VUM, VifualBoy,
L, VI management and Deployment: QEMU, OpenVZ, ...

B9 H

‘Infr Structure: Cornpute 'f;@é%a e, Network
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http://hadoop.apache.org

Hadoop A& Apache Top Level % % %
Hadoop is Apache Top Level Project
B Al £ % Yahoo! A By ~ B4 413 J]

Major sponsor is Yahoo!
£]44 # 5& Doug Cutting °* 5% Google Filesystem

Developed by Doug Cutting, Reference from Google Filesystem
A Java B > %4+ HDFS 32 MapReduce API -

Written by Java, it provides HDFS and MapReduce API

2006 1% il £ Yahoo W3 R% F

Used in Yahoo since year 2006

Cth &7 LB e 2 o

It had been deploy to 4000+ nodes in Yahoo

B2 Petabyte & A4t o

: : Facebook, Last.fm
Design to process dataset in Petabyte

. Joost are also
powered by Hadoop

4


http://hadoop.apache.org/
http://hadoop.apache.org/
http://hadoop.apache.org/

"

OECLDIYISPIHETE!

http://sector.sourceforge.net/

HEBREHRDF OB ERBER -

Developed by National Center for Data Mining, USA

A CIC++ 34 E » bz ft® Hadoop #4F o

Written by C/C++, so performance is better than Hadoop

4t T#4L 1 Google File System $2 MapReduce %9 # %]

Provide file system similar to Google File System and MapReduce API
JE7AUDT 2 50 & M3 ¥ 8 A ik B AR F

Based on UDT which enhance the network performance

Open Cloud Testbed A ## 4 B 3X3% 3%, » 3t B 45 MalStonesX A8 #F P 3K 34

Open Cloud Consortium provide Open Cloud Testbed and develop
MalStone toolkit for benchmark

W
Mational Center for Data Mining U IC ‘ﬂ ' Open Data Group
A University of lllinois at Chicago qoen data httpiliwww.opendatagroup.com/



http://sector.sourceforge.net/
http://sector.sourceforge.net/
http://sector.sourceforge.net/
http://udt.sourceforge.net/
http://udt.sourceforge.net/
http://www.opencloudconsortium.org/testbed.html
http://www.opencloudconsortium.org/testbed.html
http://code.google.com/p/malgen
http://code.google.com/p/malgen
http://code.google.com/p/malgen
http://www.opencloudconsortium.org/
http://www.opencloudconsortium.org/testbed.html
http://www.opencloudconsortium.org/testbed.html
http://code.google.com/p/malgen/wiki/Malstone

What is Hadoop ?

Hadoop is a software platform
that lets one easily write and run
applications that process vast
amounts of data.

Hadoop = —fREAE R Z M HIEE #
LTSS S CEEVTTE

ﬁﬁuﬁ@ﬁﬂﬁﬁﬁéﬁﬁﬁ%iéﬁ’ﬂ’
Lo TR Map 3B Reduce ITAEshZMAREE
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Disirlotitae

r1z1d00 I

~ Namenode

Java

I Do=zrzielng Sysiem of rlzidoooy

: |
JobTracker

Linuux

1

Hadoop
""""" o
1] |
1] |
1] |
1] |
1] |
1] |
1] |
] |
] |
Java I: Java I
| |
Linuux | | Linuux l
| | |
1] |
_"[ Node2 ]"""[ Node3 J""

f«-.r' 'r~ .—( — & = - Z5 L7
)"f/z /JL'] /f rlrar /r flr jjv fj‘a ;"E)

o0



Diffarzns Rolas of rlzidooo Are J]ﬁ AU
HENIDUOPE & =% 0P E -

master slave

MapReduce
layer

HDFS
layer

multi-node cluster




Two L2y Roulas of FlDFD

IDESE X 2% % | 4 # &
D7D gt S 7F) 5 57 e A =

>

2z 45 % NameNode &+ % DataNode

-Master

&2 HDFS ) 2 14 % I | * Workers
iﬁﬁi ZHFEIE | HATH | 5 BiE
Bt B &) A% | +#47 Namenode &

B LB ERERE R RS | &) AR R -
A AeH — 18 | 7T % 1A

VAN:!

______________________________________________________________________________________________________________



| JobTracker FraskTracker i
( N \
A FA B e TAF l .
| 3% 1E Map/Reduce &)
15 )k TAF & Tasktrackers ||| 14« P
';}#‘ﬁilkf l’ﬁ; \'@6 55 .%:}E{‘%@ R @4’%3%;%'}:
R | u=
AR | - T3
/
N 4 \\ //
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HDFS fj 4

Intfroduction to Hadoop Distributed File System

Jz122 Y/z100)
(20-TsUney Y/z1ny)
Jjazz@nche.oryg.tw
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. Hadoop Distributed File System
F IE 12 Google File System 4 $7:% 5% k%
— Reference from Google File System.
— - BENF DI AR LR PO H ST RESAT
— A scalable distributed file system for large data analysis .
—~ FIENRR PP EARE X VIR EFTES G
— based on commodity hardware with high fault-tolerant.
— B gt 2 R R N B TR

— It have better overall performance to serve large amount of
users.



« M4 ZE L+ Fault Tolerance
— AW FE T ¥ a2t Ry
— Failure is the norm rather than exception
— f B
— automatic recovery or report failure
¢ B inzienF 3B Streaming data access
— PR AGE G A 2T
— Batch processing rather than interactive user access.
— 3 Throughput » #t4 Latency

— High aggregate data bandwidth (throughput)



Faz1iras of rlDFES L
r1OFS g d & L
<~ {HEFH F Large data sets and files
— % ¥ Petabytes & & di 7 &
— Support Petabytes size
- ®#5-3 Coherency Model
— - & B » > % =3P Write-once-read-many
— v - kM2 5 This assumption simplifies coherency
A iFE Data Locality
— IFA SR Y > BT AR A W R
— “move compute to data” > “move data to compute”
R¥T -#4E1: Heterogeneous
— TRAEARETFL T~ o
— HDFS could be deployed on different hardware
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HDFS Architecture

Metadata (Name, replicas, ...):

/home/foo/data, 3, ...
Metadata ops~~ Namenode
Block-ops
Datanodes Datanodes
L] ] — H = =
Replication
- [j\ i Blocks
J/
) ~ o N
Rack 2

Rack 1



-

rlovy ddoas £ DFES wweorl/ o,
_I'J_I-)J":‘j ‘1’15'1?.{3?1/? |

Namenode (the master)
Path and Filename — Replication , blocks

name:/users/joeYahoo/mykFile - copies:2, blocks:{1,3}
name:/users/bobYahoo/someData.gzip, copies:3, blocks:{2,4,5}

.f"v

Metadata .-

Datanodes (the slaves)

/O
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 Increase reliability and read bandwidth
— robustness : read replication while found any failure
— High read bandwith : distribute read ( but increase write bottlenet )

Namenode JobTracker
file1 (1,3) Map tasks TaskTracker
file2 (2,4,5) Reduce tasks .

ask for task

Block 1
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T Network I/O
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Disk 1/O x N Node T
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Aools Fls Tolarzine L,
_I'J_)J"J lr' J:\-; "‘—J\ ?:"‘ “r,j' rv‘ l,’] ddd

o = B Data integrity
:F‘T\ Fol B e — checked with CRC32
Data Corrupt — R AP g R
— Replcae corrupt block with replication one
* Heartbeat
— Datanode send heartbeat to Namenode

* Metadata
— FSImage -~ Editlog = #3594 % P &
— FSImage — core file system mapping image
— Editlog — like. SQL transaction log
— STy PR EERET LS R
NameNode Fault — Multiple backups of FSImage and Editlog
— Manually recovery while NameNode Fault

Network Fault
DataNode Fault




Conaraacy odal zind Pariormzinez of rl e

=2

_I'J_)J":) £ I— V‘I /"" lj‘! ‘.J v J5 o

W% - k34 Coherency model of files

— FIERENATH B R A NH PR R Y LS R T

— NameNode handle the operation of write, read and delete.
F¥ 7223 i4] Large Data Set and Performance

— FEEF B RHB A 1L 64MB E H -

— By default, the block size is 64MB

- X HRATHEG FEOCF

— Bigger block size will enhance read performance

—AnRE T T o < - R

— Single file stored on HDFS might be larger than single
physical disk of DataNode.

— FRIDIALH LB A R E
— Fully distributed blocks increase throughput of reading.
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jazzfihadoop:~% hadoop fs
Usage: java FsShell
-1s =path>]
-lsr «=path=]
-du =path>]
-dus <=path>]
count[-q] <path=]
mv <src> <dst>]
Ccp <src> <dst>]
rm <path>=]
rmr <path>]
eXpunge]
put <localsrc> ... <dst>]
copyFromLocal =localsrc> ... =dst>]
-moveFromLocal <localsrc> ... =dst>]
-get [-ignoreCrc] [-crc] =src>» «<localdst>]

[ -
[ -
[ -
=
[ -
[ -
[ -
[ -
[ -
[ -
[ -
=
[
[ -getmerge <src> <localdst> [addnl]]
I
[ -
[ -
[-
[ -
[ -
[ -
[ -
=
[ -
[ -
[ -
=
[-

|

-cat «src>|

-teXt <src>]

copyToLocal [-ignoreCrc] [-crc] =src> =localdst>]
-moveToLocal [-crc] =src> <localdst>]

-mkdir =path>=]

setrep [-R] [-w] <rep> <path/file>]

-touchz <path>]

-test -[ezd] <path>]

-stat [format] <path>]

-tail [-T] «=file>]

-chmod [-R] <MODE[,MODE]. | OCTALMODE> PATH...]
-chown [-R] [OWNER][: [GRDUP]] PATH. ..]

chgrp [-R] GROUP PATH...]

help [cmd]]
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MapReduce ﬁfj 4

Introduction tolMapReduce

Jz122 Y/z00¢
(20-TsUney Y/z1ny)
Jjazz@nche.oryg.tw
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Example 1: Example 2:
||| ||||||||.||} I."r '“"'-,_,HH III"
f;"'l
f,f’"
\ B T 4|_)
h““--‘_q_ﬁ_ s
L L > Example 3
sgrt{2)
Example 4: The way to climb 5 —
steps stair within 2 steps each —

time. EELﬁr'J”EJEI ek > =
o b g g s
fjﬁf‘:ﬂ F %El?“j[ij ? i

Ex : (1,1,1,1,1) or (1,2,1,1)
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MapReduce £ _Google ¥ #enfrdi & ] > 1 8 * kg2 + 7T

MapReduce is a patented software framework introduced by
Google to support distributed computing on large data sets on
clusters of computers.

R p ¥R ¥ dhmap & reduce Si¥k -

The framework is inspired by map and reduce functions commonly
used in functional programming, although their purpose in the
MapReduce framework is not the same as their original forms

— Map( . ) : Source: http://en.wikipedia.org/wiki/MapReduce
e Ex.[1,2,3,4]—-(*2)->[2,4,6,8]
— Reduce(...):

« [1,2,3,4]-(sum)->10
Logical view of MapReduce

 Map(k1,v1) -> list(k2,v2)

* Reduce(k2, list (v2)) -> list(v3)


http://en.wikipedia.org/wiki/MapReduce

Googla's Ylzpidadics

Googla i ilzioidady

TR e

Diz1e)rz111]

Input

® 9O ¢

¢

'

'

? ¢

Intermediate | kl:v kl:v k2:v

k3:v kd:v

kd:v k5:v

led:v

kl:v k3:v

Grouped

Output

[[Gmup by Keyj]

kl:v,v,v,v

kS‘»"-,

kd:v,v,v

k5:v

ééééé
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Goolz iyl oo d e o 2E FF A ]

___________________ —_ —_— — e — e — -
Ir Map Task 1 -: Ir Map Task 2 | Ir Map Task 3

| L L

| L L

| L L

| L L

| L L

| L L

| klowv klow k2w | || k3w kdw kdw kv | | ke v lelov k3w

| Fartitioning Funetion I | Fartitioning Function | | Fartitioning Funection

Sort and Group
klvwvwvwy | k3w

<0

Reduce Task 2

[ ——— — —_ —

Sort and Group
ke ov v v

§<@@@

Reduce Task 1
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JobTracker §?
NameNode B~ %
F &8 8
blocks

rlzdoop izoidsdyss &

map |7

map 7|

map |7
JobTracker i% #c B

TaskTracker % i®
Map & & » & 2
A

& T/l__ ;._‘-7
L

it

5 £
(1= =0

_____________________________________________

reduce

output
HDFS

JobTracker #-¢ ¥

HERERA G
T E D
TaskTracker 3

reduce

y

part0

JobTracker
B
TaskTracker

it reduce

part1

reduce = 4 i v
JobTracker £2
Namenode 1 &
4 output
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| (1)

- 2/
| |

ISP E I CEREE

| am a tiger, you are also a

T = -
” ,
-

tiger
' 1,1 A
am
a =/ Lam.1 a (1.1)
a,1 also (1)
tiger tiger,‘l sort am,1
)a,?eu map )|youl |> & are (1)
shuffle 1.1
are,1 ;
tiger(1,1)
also also,1 you (1)
2 map )| a,1
tiger ’
tiger,1 1)
JobTracker #£:E 7 = B Map 4 #& {4 > hadoop i& {7

Tracker & map

AN sl 2

=/

reduce

JobTracker £ % —
TaskTracker i® reduce

B

a,2
also,1
am,1
are,1
1,1
UQerZ
you,1
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UzoRaducs &1y vl (2
ab sqrt(a + b)
cd sqrt(c + d)

10 00 3.0
32 0.8 32.0 $ ?

1.0 14.0 1.0 (0,sqgrt (1.0 + 0.0 + 3.0))
- ] (1,sqrt (3.2 + 0.8 + 32.0))
. 2,sqrt (1.0 + 14.0 + 1.0
Input File (s sare )
001.0 // A[0][1l] = 1.0 (0,1.0)
010.0 // A[O][1l] = 0.0 (0,0.0) erdliee
02 3.0 // A[0][2] = 3.0 map »(0,3.0)
10 3.2 // A[1][0] = 3.2 (1,3.2)
110.8 // A[1][1] = 0.8 (1,0.8) | sort/ (0,{1.0,0.0,3.0})
(1,{3.2,0.8,32.0})
12 32.0 // A[1]1[2] = 32.0 (1,32.0) ELEE 77 (2, (1.0,14.0,1.0})
20 1.0 // A[2][0] = 1.0 [ (2,1.0)
21 14.0 // A[2][1] = 14.018P 7 » 14 0
22 1.0 // A[2]1[2] = 1.0 (2,1.0)
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o Large Data Set  Text tokenization
* |ndexing and Search
+ T4 fR X

* Data mining
* Parallelization » machine learning

*_http://www.dbms2.com/2008/08/26/known-applications-of-mapreduce/

*_http://wiki.apache.org/hadoop/PoweredBy



http://www.dbms2.com/2008/08/26/known-applications-of-mapreduce/
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HEBEASE

HBase ¥ & /& A

<V 0.20 >

IRIE MR F
Jazz@nchc.org.tw
waue@nchc.org.tw
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NATIONAL CENTER FOR HIGH-PERFORMANCE COMPUTING



http://hadoop.apache.org/hbase/

HBase T E & *

Adapted From http://hbase.apache.org 2


http://hadoop.apache.org/hbase/

HEBASE

® Hadoop st &

'S ’El

# Hadoopi&

¢ {4 * Hadoop:&
AERHF. G
* HI5
¢® =
® FH

® iriF /f@,_ Hadoop ]
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http://hadoop.apache.org/hbase/

RDBMS / 4 &

® Relational DataBase Management System =
RNy S A LA
¢ Oracle ~ IBM DB2 ~ SQL Server ~ MySQL....

EHEEEZ6 (DBMS) (i -515 - 158 - B )

o
FHE - ENERL - SUERETEE - W (EHE)  ERREE - SaEEEHE - ACID - Nullg
R EAE - MRS - REREE - EMEEEE  SREEE -  SHELEAL - 2B=EY - B SRR
T8 AR - HE ER - EER

FHETH saL
BEZHEE - Wi SHER B (ENE) SHHE  SUESHE EHEE 48 SHZHES0OL - SHESES00L - SRBEETSOVL - SR

El EEDCL
pEEie s - SRESE $54 1 SELECT - INSERT - UPDATE - MERGE - DELETE - JOIN - UNION -

CREATE - DROP - Begin work - COMMIT - ROLLBACK - TRUNCATE -
ALTER
ZE . SALEHBENE - a8l Ed
HHEEERRNER
RAR

FRE T E - BRI EHE - Deductive - SEE{HEHE - BER - HEHE - MR EAE - Temporal - XMLEHE

FHEER EHESS
WOFETL (i) - RREREY (23EL) BHEE - EARELE - BHEHE  HAZSAL - 0DBC - JOBC - OLE DA
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® RDBMS 4#
® HETIFM Y REE g iTS N
¢ SQLFZ ¥ ik e

* = Ewﬂ@i4 o g H L
3’;- eSS
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® i i oBERE

T
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HEBASE

BE% o EHRDBMS

3 B-dquery Yt B O~ Haquery f
¢ Replication

® slaveiF s FF > g =& LR £4F
cache #p e ~ %
¢ Memcached

® U rqueryA&ZiBH SF U menE pE o
replication # =R 32 = 5 Slave — 4= #*
¢ Sharding
& xPRid- Jo FRITHLRIE & (e Flickr)
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$ & 18 B 4 RDBMS 4k 8t

£ application server & F_libraryfie & » & B %
A3V 3y A 3 FOR 2 v B node

@
T

AR
i
3
b
Va2
=
[andly
I
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"
[

l@ ﬁi'@

® 3t schema P FiiR, 0 % — 1 cluster
~ pF £ rebalance
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% % 2tRDBMS# ¥

® Web20 gzt Fiz

¢ 7 F & transaction

¢ 7 "JOIN = ik

& 5 =x SELECT £%#
¢ - I‘%“ﬁé:% zi_—- “ DB % enSQLAZ ;¢ &
‘ 5 ¢ SQLA ez 45

T

HEBASE
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#%-RDBMS fj b v

® RDBMS -> key-value DataBase
& [ivH 7 ZE P > IR FT key-value
7
= GET(key)

= SET(key, value)
« DELETE(key)

® 7 i Excel

HEBASE
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HEBASE

Distributed key-value System

® key-value DataBase -> Distributed key-
value DataBase

® ‘33 key-value 7 o scalability - i ¥
5‘34\:%;&&55;,)7&? VAN S B B EAE R

O il EIMXEAIA A TR

® i f % NoSQL DataBase

10
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HEBASE

¥ R &7 NoSQL

OpenSource

HBase (Yahoo!)
Cassandra (Facebook)
MongoDB

CouchDB (IBM)
SimpleDB (Amazon)
Commercial

® BigTable (Google)

11
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http://hadoop.apache.org/hbase/
http://hadoop.apache.org/hbase/
http://www.yahoo.com/
http://incubator.apache.org/cassandra/
http://www.facebook.com/
http://aws.amazon.com/simpledb/

2010 & NoSOL Bt 748

1. Cassandra
2. HBase

3. CouchDB
4. MongoDB
5. SimpleDB

(2010-07-25)

HEBASE

Job Trends for simpledh = Hbase = Couchdh = Mongodb == Cassandra
0014

0oz

L AA
m o oA

0 :f‘ﬁ‘ — NS
Mow 02 Jan03 Mar03 Maw0D3 W03  Sep0d Mow 03  Jan 10 Mar 10 May 10

Nov 1, 2008 - May 31, 2010 SimplyHired .com
, -

Simpledb, Hbhase, Couchdb, Mongodb, Cassandra Job Trends

This graph displays the percentage of jobs with wour search terms amywhere in the job
listing. Since Movember 2008, the following has occurred:

¢ Simpledb jobs increased 357%

Hbase jobs increased 745%

Couchdb jobs did not change or there is no data available

tongodb jobs increased 18 480%

Cassandra jobs did not change or there is no data available 12

Fercentage ot Matching Jobs
=
[}
o}
(a7}
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HEBASE

HBase 3 E & *

A 2 HBase4rim @ Xk » v & Why, What
How ....» M % ¥ mé‘”#

HBase, Hadoop database, is an open-source,
distributed, versioned, column-oriented store modeled
after Google' Bigtable. Use it when you need random,

realtime read/write access to your Big Data.

Adapted From_http://hbase.apache.org 13
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T

HEBASE

BigTable ?

Bigtable: — i 4 1 ficdy ch 4 1 34 03 4

—

/
lf‘ ‘S/‘L»

Google Stylesrficyg & > @ * ‘it oo
< F K3 REEy

35k FEERE B F A 003 SQLAE K A3 o

CORLEESE R R

PB. % 3 & it

S SEEC ST
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HEBASE

HBase

& 3P £ 1 5 47 1 Bigtable

HBase 2 Hadoop 4 %t # % & 4 (HDFS) %
A#H > & EiFBigtable # i

® HBase AL J 1T BT kL

K 02 4 Fe 0 R 24 (Multi-Dimensional Map)

® 6 06 o

B
TEEHBLEE R AT
® HBase if * ¥t % frt F - BRIRE ¢
%k % 73 Petabytess e g 42
® HBasefr pF 3% i=-Hadoop MapReduce#g ;8 2% 3+ -

15
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T
L]

HEBASE

Y

Started toward by Chad Walters and Jim
2006.11

¢ Google releases paper on BigTable

2007.2

¢ Initial HBase prototype created as Hadoop contrib.

2007.10

¢ First useable HBase

2008.1
¢ Hadoop become Apache top-level project and HBase becomes
subproject
2010.3
¢  HBase graduates from Hadoop sub-project to Apache Top Level
Project
2010.7

¢ HBase 0.20.6 released

16
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HEBASE

*

¢

*

¢

¢

*

*

21 # HBase

Adobe
i ¥R * (Structure data)

Kalooga
Bl & 4% 51 & http://www.kalooga.com/

Meetup
ALFEE € b http://www.meetup.com/

Streamy

= 7 K_MySQL # # 3] Hbase http://www.streamy.com/
Trend Micro

Z =h4F + 7 1 http://trendmicro.com/
Yahoo!

RE3 = & fingerprint & 4. € 47 http://www.yahoo.com/

More
http://wiki.apache.org/hadoop/Hbase/PoweredBy

17
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http://wiki.apache.org/hadoop/Hbase/PoweredBy

S+ -2 % HBase?

NN

7 2
/Jéx YU

# K_BE 2% 3¢ (Relational) 3

SNy
& L R(Table)r 7 - ik ”‘é 51 (primary index) ¥ row key.
& 7 3% Ejoin
4 A %Lftf SQLFP /i‘ °©

# #Javad st B, 2 REST2 Thrift% 4 & o
# % getRow(), Scan() 5 B~ F L o

¢ getRow()™ B~ - Frowrangesn it o e Es 7o dn Tk

~ (timestamp) o

Scan()¥ 1 B~ EE B & 2 ehF ok e E - d=row range
(3k z_start key, end key)

”ﬁ *LenE M (Atomicity)£2 = 4 (transaction)# st .
Fy - AR & (bytes)
¥ 11 fe & MapReducet=z 78 - i {7 4F FE e 1T B Y

18


http://hadoop.apache.org/hbase/

Data Model

® Tableix rowkey k p ## 5
® Tableschema ® & z_& column families .

& = igcolumnfamily ¥ 3 & *T#c £ - columns

& = @columneniE ¥ 5 & "L hpF A 5% A (timestamp)

¢ Column¥ r# jr x73 > = Brow# 7 7 I #E hcolumns o
&

f — 1% column famllymcolumnsg HEL- BPMEETHE
= & column ¢ ¢ fﬁf*}% o

byte[] &_r& - %384 i (Row, Family: Column, Timestamp)
Value

[ Column Family
"contents:” anchor:cnnsi.com” "anchor:my.look.ca"

IS U W O 0

= [ roNN" |-t CENLcom 1= 4y

[ :"<html>...(":_7;¥t\i;___: ______ g________g _____ i‘t

| TimeStamp J | value

¢
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——— T —

Data Model

® HBase§ "= } %3 TableF » &_r2column family
= H kg

Row Key Time Column (Family)
Stamp | “content:”

com.chn.www 19 “<html>_..”
te “<html>_..7
Time Column (Family)
com.chn.www {9 “‘anchor:.cnnsi. “CNN”
t8 ‘anchor.cnnsi. “CNN”
com’ “MyLook”

“anchor:my.loc —
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HTable = #

Table, Family, Column, Qualifier , Row, TimeStamp

Contents Department
news bid sport
t1 ‘%It o AEAZS"| “tech”
> | com.yahoo.news.t | “FFH P 51500 |
W -~
‘3007 | TR T
FJ _— . — 13 ”
t3 B RS tech
i e I
1 com.yahoo.bid.tw |phonié}’G 9/17 p * “«3c
com.yahoo.sport.t
t1 W “Nadal =%}~ “MBA”
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Regions

® I iAd - 5B region T
¢ Region ¥_d H startKey #2 endKey “Tip L
o ’fﬁregion?ﬁ‘é FeM i BEARaEEr @ "
A0 BcBHDFS # % & % B 7H = » 124§ region
¥ 4 Hadoop § % 4f ﬁi

Region Row Keys Column Family
"Content|:”

‘b\

Region 1 | O0000
00001

09999
Region 2 | 10000

29999

HEBASE
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Base # Hadoop # fie 73 #

From:
http://www.larsgeorge.com/2009/10/hbase-
architecture-101-storage.html

HRegionServer HRegionServer

HRegion HRegion

E Store

Stre Store é
StoreFile StoreFile 0

StoreFile StoreFile s StoreFile

HBase

DFS
Client

Y ~ I
EEEEEEE mEEEEEE’ 7 |'m

A ~
Clent | | »IIII"IIIIIIIIFIIII"-

[T

8 (poogoo | (@S%DEFS\TDDD%Z(DW ‘ooogoo || ﬁ&%m\
¢ | 000000 || 000000 |*000000 || 000000 || Dpooso | ..
% | 000000 || 000000 || 000000 || 000000 || 0boooo

DataNode DataNode DataNode DataNode

DataNode
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HBase 0.20 3% ¢

® %L H Z4 sl 4% (single point of
failure )
¢ Ex: Hadoop NameNode failure
K TARICRE A L ATE EATEC
® "fi:% g (Random access) »xiy 4rfF
MySQL

HEBASE

24
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Z O O ke e p e r ? Zookeeper Server

® Hadoopsi 7%+ 7 ar i
B [ St I o e S e e ESESE T _l ________
I SendThread || | | EventThread :

K15 ) g I VI g
@ 4huFX AN 4 | | } ro—
T ja.f';v’v ;;% ,:Li %5 : Outgoing Queue | |Pending Queue ::ll;} Eventg :
L, e ———— - —————— _!
® GooglesChubby
ClientCnxn

- o 3L E- B = 4
® I+ l\'?E] l_!;,_ﬁjb_gl_ 'f:v UNY

I 'z Watcher
Fr ik 2 :?7 N EF— |Request lResponse l Event

® Master/ Client é’ﬁ# ;

Master ¥ ¢ 3%? % M equest Response ng::;:
o |

<

Zookeeper WatcherManager

NN\

-—

Client

L. From: http://www.spnguru.com/?p=211 25
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124 NIDS &9 %

A RE (1) L4k B 3% A

MNZE B ARG E A LA AR —EAR

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.363811 168.150.177.165:1051 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:4000 IpLen:20 DgmLen:138 DF

kR AP*** Seq: 0x2ES89B8 Ack: 0x642D47F9 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.385573 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:80 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.386910 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:82 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.388244 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:84 IpLen:20 DgmLen:161

Len: 133

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.405923 168.150.177.164:1035 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:94 IpLen:20 DgmLen: 138 DF

*EEAP*** Seq: 0x82073DFF Ack: 0x2468EB82 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.417045 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:105 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.420759 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:117 IpLen:20 DgmLen:160

Len: 132

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.422095 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:118 IpLen:20 DgmLen:161

Len: 133

[**][1:2351:10] NETBIOS DCERPC ISystemActivator path overflow attempt little endian
unicode [**]

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
09/04-17:53:56.442445 198.8.16.1:10179 -> 168.150.177.164:135

TCP TTL:105 TOS:0x0 ID:49809 IpLen:20 DgmLen:1420 DF

R AFEEE Seq: 0xFI9S89BBF Ack: 0x82CCF5B7 Win: OXFFFF TcpLen: 20

[Xref => http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx ][ Xref =>
http://cgi.nessus.org/plugins/dump.php3?id=11808][Xref => http://cve.mitre.org/cgi-
bin/cvename.cgi?name=2003-0352][ Xref => http://www.securityfocus.com/bid/8205]

[**] [122:3:0] (portscan) TCP Portsweep [**]

[Priority: 3]

09/04-17:53:56.499016 198.8.16.1 -> 168.150.177.166
PROTO:255 TTL:0 TOS:0x0 ID:1750 IpLen:20 DgmLen:168
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AR RS (2) BhkE B
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AT AA R BE R EEE 7 X 2R3

=, A ] = s ([BA Oue = 0

. File Edit View Go Bookmarks Tools Window Help
[» [ |

AR

Basic Analysis and Security Engine (BASE)

me | Search | AG M

Added 0 alert(s) to the Alert cache
Queried DB on : Thu October 14, 2004 22:04:44

Meta Criteria any
IP Criteria any
TCP Criteria any
Payload Criteria any

Summary Statistics

[ Back ]

Sensors

Unique Alerts [ classifications )

Lnigue addresses: source | destination
Unique IP links

Source Port: TCP | UDP
Destination Port: TCP | UDP
Time profile of alerts

Displaying alerts 1-50 of 81 total

[ 1D = Signature =

[snort] NETBIOS SME IPC% share unicode access
[ #0-(1-84)

[snort] NETBIOS SME IPCH$ share unicode access
[~ #1-(1-83)

[snort] NETBIOS SME IPC$ share unicode access
I~ #2-1-82)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
[~ #3-(1-80)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
™ #4-1-81)

= Timestamp =

2004-10-08
11:25:441

2004-10-08
11:25:31

2004-10-08
11:25:05

2004-10-04
22:25:441

2004-10-04
22:25:41

= Source Address >

192.168.1.100:1613

192.168.1.100:1 608

192.168.1.100:1 601

192.168.1.4:42184

192.168.1.4:421 63

= Dest. Address >

192.168.1.4:139

192.168.1.4:139

192.168.1.4:139

67.19.245.228:80

67.19.245.228:80

= Layer 4 Proto =

TCP

TCP

TCP

TCP

TCP

== ]
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Attack
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ICAS-I

o MAEZAR R4S E AT _EAR B E AT ICAS-| B F %6
Hadoop # % A4 %.% M ( HDFS )

» #| Al Hadoop # MapReduce T & &M P& +t09 8 &
i R E

o AT RIZEH EAS KN ETHE HBase A
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ICAS-| #45-1% Y 3k

Destination Attack
Signature

Source IP

Destination

Source Port

AR

Packet
Protocol

Timestamp

Destination Attack

Host 1

Signature

Trojan

Source IP

Sipl,Sip2

Destination

Source Port

Packet
Protocol

Timestamp

80,443

4077,5002

tcp

T1,T2,T3

Host 2

Trojan

Sipl

443

5002

tcp

T4




ICAS-| RS S5 ) 3 3T

Machine:

— CPU : Intel quad-core, Memory : 2 GB,

OS : Linux : Ubuntu 8.04 server

Software : version

—Hadoop : 0.16.4

—Hbase : 0.1.3

—~Java: 6

Alerts Data Sets

—MIT Lincoln Laboratory, Lincoln Lab Data Sets

— Computer Security group at UCDavis, tcpdump
file

13
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The Consuming Time of Each Number of Data Sets

B Tradi tional & 1 nodes | | 2 nodes & 4 nodes & 6 nodes
1000

374374 383.82

=
(=]
o

Anal ysis Tine (sec)

=
o

734

1 I

3
&
g

S
;
:
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2
(<))
:



ICAS-| kA &g &

Throughput Data Overall

Nl [ raditional

Analysis Time (sec)
Il nodes 2 nodes 4 nodes 6 nodes

1.068
1.333
1.76
3.145
4.73

7.909
14.949
19.901

374.374
383.82
301.346

Results

Reduction
Rate

39.51%
97.11%
97.93%
97.68%
97.19%
99.04%
99.27%
93.00%
98.87%
98.87%
99.72%




ICAS-

+ ICAS-| M EHENFHE » AMiR L FHHL
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o RA AR T XA BT A AL E S S

— A& A FHFZ VL SCP 2% 3] ICAS 1F B 4%

- B A EBICAS ®A L% - o
— 2R F AT B A
@ v c "] } .J hitp:fzecus nehe org twficasiche] ’fﬁ ? 5}%%5 T I-l__l J.:{% .i' ’ ,% \éjz‘t

) 1cas al: WAT E{E— bt B &

Google SEREZMEE ' B [Googe THF) BEMFE? waEsE 2 BE

FPlease upload your Snort Log

(ex fvarflogfsnortialert. ). /
rloat( |

@A TN = (e | [
71% Snort é@ %g’éﬂt"’élié go to final report directony
ICAS 757 )




ICAS-Il Tz A 8)3R & ¢ SR K B E

438 |CAS-Il 24T » =T UAF 5| sh AR B H o
B PHEE AR AAGE s TR EXFREXEFGELEF X o
LEI G RBEB RGN Zﬂi%]/{ﬁﬁ%—i TRy ) 8p BE LTy ik o

ﬂ:l LA IP 168.150.177.166 2 168.150.177.164 A #EATHE % 69 &
AT R

239255255250 168.150.177.1

P
t={:t1.ﬂ:l.'l
33 "IHE] [191 ]
/
f /
.'/ 'rl 'II
) | |I
I|II / - . — P f : -
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&) NutchTatorial - Nutch Wiki - Mozilla Firefox
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2 wanei2009/0409 - Clovd Computing

Nutch Wiki =2

NutchTutorial

BE R¥EH SHEED 3%
B M e v

hittpofteiki apache.orgfnutch/Nutch Tk

NutchTutorial - Nute

NutchTutorial

Requirements

1. Java 1.4 x, either from Sun or IBM on Linuxis pret
2 Apache's Tomcat 5 x orhigher.

3. OnWWin32, cygwin, for shell support. (Ifyou plan to
4. Up to a gigabyte of free disk space, a high-speec

Getting Started

First, you need to get a copy of the Mutch code. You car
directory. Or, check out the latest source code from sub

Try the following command:

bin/nutch
This will display the documentation for the Mutch comm:
Good! You are almost ready to crawl. You need to give

1. Open up $NUTCH_HOME/confinutch-default xml -
2 Searchforhttp.agent. name , and give itvalL
3. Optionally you may also sethttp. agent. url

MNow we're ready to crawl. There are two approaches to

4
SERE

IS

TRz
step 1 Z&EFHadoopEs
step 2 RSl
2.1 & nutch ARMERS
2.2 FBhadoop,nutch B #EiSH
step 2 iRIERERE
2.1 hadoop-env.sh
2.2 hadoop-site. xml
3.3 nutch-site. xml
2.4 slaves
2.5 crawl-urlfilter, txt
2.6 regex-urlfilter. txt
3.7 B{EHERIS—&node
step 4 #ifTnutch
4.1 fEiguUrhg 8
4.2 HEBEBETIHDFS
4.2 #hirnutch crawl
step 5 @R MmER
5.1 Z#Etomcat
5.1 tomcat serveris g
5.2 FHEhcrawl#5E
5.4 BENUtchiyEms | EE | tomcat
5.5 BEMES | ERE MR FIRRE
5.6 Erahtomcat

step 6 EZHER

10.9 requires Sun JDK 1.5 or higher.

yoll install, inthe "Devel" category )

Inpack the release and connect to its top-level
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- k3% % (Demo Video also on )



http://www.youtube.com/watch?v=bRWQ3BXEj4A

Crawlzilla & $tDemo
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* Crawlzilla @ Google Code Project Hosting

— http://code.google.com/p/crawlizilla/

« NCHC Cloud Computing Research Group

— http://trac.nchc.org.tw/cloud
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