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What is Cloud Computing ?

%i%%aﬂ%%& ~ A IR BE T

T AR A& ZRIRELE AR Tve ?
another bubble economy ?

REBEARMAEREHRALD = .. ...
loud Computing is as simple as 5..4..3..2..1...
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@ distributed computin... @ grid computing
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‘7 [5] Microsoit's cloud computing system is growing up
Fhiladelphia Inguirer - Moy 17 2003

|c] Google looks to be ‘cloud-cormputing' rainmaker for other online business sewices
Winnipeg Free Press - Mar 10 2010

L3
a | | 1 ] 1 1 1 | 1 | 1 ] 1 | 1 | 1 1 lo 1 "
2004 | 2005 2006 | 2007 2008 2009 ’0‘| 2010 H_E g 10Nns
I I I I I I I I I I I I rS
ranca v *

* .
1. India
0"
a__. - rus .
_ Ry . Singapaore
Rank by | cloud computing j ‘.‘
. aouth Korea
Regions Cities
. India 1. Bangalore, India Hl:lrlg Hﬂﬂg
2. Singapore 2. Mahape, India
3. South Korea = 3. Mumbai, India . TEli'l,l'l,l'Elﬂ
4. Hong Kong = 4. Chennai, India
5. Taiwan = 5. San Jose, CA, USA . Ireland
l.... -
B. lreland " B, Delt Adia e nas,




EVOIUTIOND’ rr*JLQ.MJ OEeTVICES)

sEe i AE i 2o H b st e
= g Moy 7. e e g s oty sl i g

. .-_.__.I' = ﬁ?ﬁi]'hlﬂ
oA S e iemere

a}j"—'f‘; >

Faahe)

12 7
il e

Lff?’/ 41 ;’(

ff‘fj

b i Ml
’JﬂT "J{' I{""
Y20 alals

, 2 -ﬁ;‘i ;5. 3 ""’i ‘~' _,;{3 -;-,- y '
Ok nﬁ.l’l' o B Faitie )l J>",ﬁf ] s
\ |




A= el
ey 'v “ .,,:, .S ’
= ., U ,H , ’
b ® .fi;b llun/, ‘

ETE

 JERTY A
.}. 4 »&rlv
\ K
A,ro T

A— ‘

= -~
S
Sy~ LILyy Y

W s | e

KDY E!

s
—rs,

23z

of Closie] Coyggotys
D

N \ o
= NWM_WMM A =
R S 2l
=) R S
2L WS
y SV
S .,_,,”,HNN
M\g sy I
—2 7
¢ i )
= S
SRR




Information Versus Available Storage 2OV ATA :.E*D_,ﬁ_,}),]jg_[{@
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u B Genome Data
8x Growth | 18 month
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Annual Email Intemet Archive Photosas
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200% CAGR

Moore's Law
2x Growth | 18 months

200 of London’s 2004 Walmart
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Total digital data to be created this year 270,000PB oo)

Sourc

v
..

Phillip B. Gibbons, Data-Intensive Computing Symposium
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Amazon Web Service ( AWS ) amazon
JE#ARE ¢ Amazon EC2 web services"

- Small (Default) $0.085 per hour(L) - $0.12 per hour(W)
- All Data Transfer $0.15 per GB

%4 5 JR7% © Amazon S3

- $0.15 per GB — first 50 TB / month of storage used

- $0.15 per GB — all data transfer in

- $0.01 per 1,000 PUT, COPY, POST, or LIST requests
¥4 : Paying for What You Use



http://eblog.cisanet.org.tw/post/Cloud-Computing.aspx
http://aws.amazon.com/ec2/pricing/
http://aws.typepad.com/aws/2010/02/aws-data-transfer-prices-reduced.html
http://aws.amazon.com/s3/#pricing
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ClO strategic technologies reflect increased interest in “lighter-weight”

solutions

ClO technologies Ranking of technologies ClOs selected
as one of their top 5 priorities in 2010

Ranking 2009 2008 2007
Virtualization
Cloud computing 16 i

t

t
Business intelligence (BI) 5 &L
Mobile technologies 6 ‘[‘ 12 12 11
Data/document management and storage Fi 4 10 9 9
Service-oriented applications and architecture 8 4 9 10 i
Security technologies 9 @. 8 5 6
IT management 10 2 § *
Enterprise applications 11 J E‘ E| E|

* New question for that year

Source:


http://www.gartner.com/technology/research/content/cio_it_executives.jsp
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— VMWare ESXi / vSphere

— Microsoft Hyper-V

— Citrix XenServer
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http://trac.nchc.org.tw/cloud/attachment/wiki/jazz/09-10-14/TSMC/08-08-17_DRBL_Green_Computing_v2.pdf
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B Case? (PXE Boot Wlth HD (Diskless Remote Boot in Linux )

B Casel (Local Boot with HD) \\ & #35 DRBL ‘1 Bk 2 Clonezilla

s Clonezilla

_ | . A R & Sty
0.05 Case3 (PXE Boot without HD) A Ng R AE B RS 2 F ~ AR HEE B G EE
ff;?lﬁié% A @ﬁi\mf&iﬁ. 1B

0.04 A

140 4

B Casel (Local Boot with HD)

D N

M Case2 (PXE Boot with HD)

002 120 4 % &
&

I Case3 (PXE Boot without HD)
100

0.01 A

80 -

60

Make kernel -j 1 Make kernel -j 2 Make kernel -j 3 Make kernel -j 4

40

Time (seconds)

20

[ —

" /'1 ‘ v Make kernel -j 1  Make kernel -j 2 Make kernel -j 3 Make kernel -j 4
M7 E2CC #9E % F > HF454


http://drbl.nchc.org.tw/
http://clonezilla.nchc.org.tw/
http://trac.nchc.org.tw/grid/raw-attachment/wiki/deliverable09/1003anav.pdf
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http://www.emc.com/
http://www.netapp.com/
http://www-03.ibm.com/systems/software/gpfs/index.html
http://www.lustre.org/
http://www.opensolaris.com/
http://www.gluster.org/
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RAIMKZ2EZEEILH)K (UCSB) 9 R £ L =

It was a research project of UCSB, USA "—7’7' Eucalyptus
H A7 ©.#% & Eucalyptus System i3 B3] & &4z

Now Eucalyptus System provide technical supports.

£ = B 952 3R1E H A 7T vidTk B 289 EC2

It designed to help user to build their own Amazon EC2

H e A4 EAH Amazon EC2 BLA 8 A P i@

Its feature is compatible with existing EC2 client.

%352 Ubuntu 9.04 ©.404k Eucalyptus & &4

Ubuntu Enterprise Cloud powered by Eucalyptus in 9.04

B AT A 424t Eucalyptus &% 7 B3 -F & 3z Mk

You can register trail account at http://open.eucalyptus.com/
BB BA ARy BRAEE H B AN

Cons : you might need to type commands in some case

B8F% Eucalyptus MEZS &R, BE2E
http://trac.nchc.org.tw/grid/wiki/Eucalyptus



https://help.ubuntu.com/community/Eucalyptus
https://help.ubuntu.com/community/Eucalyptus
http://open.eucalyptus.com/
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus
http://trac.nchc.org.tw/grid/wiki/Eucalyptus

R O DETT ED U o

http://www.opennebula.org

W BN B 2% € (European Union FP7 ) & 8 OpenNebUIa.org
Sponsor by European Union FP7

AR R R AR TR 09 BRI S
Turn Physical Cluster into Virtual Cluster
B3R R R AR RS ~ HEAZ ~ B4k (migration)
manage status, scheduling and migration of virtual cluster
Ubuntu 9.04 provide package of opennebula

EREE  F TS AR AT R B S 0938 4E (migration) o

Cons : You need to type commands to check or migration

M7~ OpenNebula %2 % AR > Application
# %% http://trac.nchc.org.tw/grid
/wiki/OpenNEDbula

———
SEVENTH FRAMEWORK
PROGRAMME

OpenNebula

Virtualizer Virtualizer

i
(

W T



http://www.opennebula.org/
http://www.opennebula.org/
http://www.opennebula.org/
https://help.ubuntu.com/community/OpenNebula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
http://trac.nchc.org.tw/grid/wiki/OpenNEbula
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Embedded systems virtualization: Consider a Hypervisor

10 questions to ask when choosing a virtualization solution


http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor
http://www.eetimes.com/design/eda-design/4006406/10-questions-to-ask-when-choosing-a-virtualization-solution

2z BlackBerry

@{> App Store
NOKIA
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Symbian
41%

iPhone - Playing mamediphone with a WiiMote

Android running on iPhone!

® Symbian @ RIM Android
® Apple ® Windows Mobile @ Linux
Android on Motorola Rokr E6 @ Other

Dual Boot Windows Mobile and Android


http://www.iphonic.tv/iphone_screen_amaze.png
http://en.wikipedia.org/wiki/File:Smartphone_share_current.png
http://www.youtube.com/watch?v=2AqgIWPnrlc
http://linuxoniphone.blogspot.com/2010/04/ive-been-working-on-this-quietly-in.html
http://www.youtube.com/watch?v=5yO2KQHkt4A
http://www.youtube.com/watch?v=-QAWd4ljV3g
http://www.redmondpie.com/how-to-dual-boot-windows-mobile-and-android-on-windows-phone-9140407/
http://www.youtube.com/watch?v=Nvj4ObHmxCI
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ﬂ s2 2n Jab Trusted Partition Untrusted Partition

Message Message

1

Critical | Sending Receiving ——
port port

code

Processor Hypervisor

Hardware

%% X% . Embedded systems virtualization: Consider a Hypervisor

%% 4k . Securing Smart Grid Devices - Using Virtualization to Protect the Grid


http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor
http://embeddedinnovator.com/securing-smart-grid-devices
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%% 2% : Embedded systems virtualization: Consider a Hypervisor


http://www.eetimes.com/design/automotive-design/4016811/Embedded-systems-virtualization-Consider-a-Hypervisor

Embedded XEN

on ARM platforms

f..//,

fJ?Wf// _J] \”_// r/?,r'f'

suurczm FIND AND DEVELOP OPEN SOURCE SOFTWARE

Find Software Develop Create

4 Embedded XEN on ARM platforms s by rossierd

Summary | Files | Support | Devel

roject Blog Site Support About

Requirement | KVM Xen Embedded "
Hyparvisor

Embedded o Yes5 V&5

Frocessor Support

Real-lime no no YEs

Fasl no no yes

communication

Foolprint >10MB 16MB <GdkB

Code size 100z kLoC 100s kLoC | 10 kLoC



http://embeddedxen.sf.net/

i FEACAT &£ 09 37 F 7o Fe] A
8RR o BRI AT L

Guest OS 1 S Guest OS 2 -

VMCS #1A |  VMCS#1B
2 1t

h &% : Hacks in Taiwan Conference 2010

E X F & PK/Hypervisor - New Battlefield For Malware Game &#t#k - & FR X693 &%


http://www.hitcon.org/hit2010/download/6_New%20Battlefield%20For%20Malware%20Game.pdf
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. Google App Engine (GAE)
- B E T TR LR E AN Google F&X Lo
. }Ii’f/\ ;

- 500MB of storage

- up to 5 million page views a month

- 10 applications per developer account
» R

- X3 E A A Python 3 Java
° ;‘1. %7}&}‘ .

~ B BHAR $0.12 £U/GB, AT $0.10 £T/GB

— CPU B $0.10 £ 7U/8F

— 4 489 A4t $0.15 £ L/IGB-4: /]

— BT E $0.0001 £ /B KA

%% R &k 1 http://code.google.com/intl/zh-TW/appengine/
http://code.google.com/intl/zh-TW/appengine/docs/billing.html



http://code.google.com/intl/zh-TW/appengine/
http://code.google.com/intl/zh-TW/appengine/docs/billing.html

Trnrzz Corz T2 J}JJJon);Jy of Sooela i
fJ Jj ’j —_ /v‘ J)r’J ’I«. ﬂf'f d

» Google f£ — &gk 5 A 69 = K Ml s B AT
* Google shared their design of web-search engine
— SOSP 2003:

— “The Google File System” GO Ugle

— http://labs.google.com/papers/gfs.html
— OSDI 2004

— “MapReduce : Simplifed Data Processing on Large Cluster”
— http://labs.google.com/papers/mapreduce.html

— OSDI 2006 :

— “Bigtable: A Distributed Storage System for Structured Data”
— http://labs.google.com/papers/bigtable-osdi06.pdf


http://labs.google.com/papers/gfs.html
http://labs.google.com/papers/mapreduce.html
http://labs.google.com/papers/bigtable-osdi06.pdf

@' vyle Surs Teounoluylss
LA 21 % i) B) ey

=

DPET Swmrg@ Vict JJ),MJ J

u{\ I—L

Sigranls HBase, Hypertable
A huge key-velueg datasioge Cassandra,, ....
Magrzduse Hadoop MapReduce API
To parallsl procsss daie) Sphere MapReduce AP, ...
Cuygle fitle Systewmn Hadooep Distributed File System, (HDFS)
T siuie gsiEnyies of da) Sector Distributed File System

¥ % T Fl3& % 8 MapReduce API F1F :

http://trac.nchc.org. tw/grid/intertrac/wiki%3Ajazz/09-O4-14%23MapReduce
AR R AR AL

> IBM GPFS - http://www-03.ibm.com/systems/software/gpfs/

> Lustre - http://www.lustre.org/
> Ceph - http://ceph.newdream.net/


http://trac.nchc.org.tw/grid/intertrac/wiki%3Ajazz/09-04-14%23MapReduce
http://www-03.ibm.com/systems/software/gpfs/
http://www.lustre.org/
http://ceph.newdream.net/
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JEF 25 Application 2205, Nuleh, ICAS,
Soejal Compuling, Enferprize, ISV, SRIME, ...

Proyraiinlng Hadoop (MapReduce),

1, Meshu s, Wordlows, ... Sector/Sphere, AppScale
mu i}a Conitrol

s Ayt Openilebula, Encmaly,
Qo3 Neqoliation, Ddmission Contirol, A AR
Pricing, SLA Management, Metering... Bucalypius , OpenQRi, ...
E3e Virtualization Hem, VUM, VifualBoy,
L, VI management and Deployment: QEMU, OpenVZ, ...
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http://hadoop.apache.org

Hadoop A& Apache Top Level % % %
Hadoop is Apache Top Level Project
B Al £ % Yahoo! A By ~ B4 413 J]

Major sponsor is Yahoo!
£]44 # 5& Doug Cutting °* 5% Google Filesystem

Developed by Doug Cutting, Reference from Google Filesystem
A Java B > %4+ HDFS 32 MapReduce API -

Written by Java, it provides HDFS and MapReduce API

2006 1% il £ Yahoo W3 R% F

Used in Yahoo since year 2006

Cth &7 LB e 2 o

It had been deploy to 4000+ nodes in Yahoo

B2 Petabyte & A4t o

: : Facebook, Last.fm
Design to process dataset in Petabyte

. Joost are also
powered by Hadoop

6


http://hadoop.apache.org/
http://hadoop.apache.org/
http://hadoop.apache.org/

"

OECLDIYISPIHETE!

http://sector.sourceforge.net/

HEBREHRDF OB ERBER -

Developed by National Center for Data Mining, USA

A CIC++ 34 E » bz ft® Hadoop #4F o

Written by C/C++, so performance is better than Hadoop

4t T#4L 1 Google File System $2 MapReduce %9 # %]

Provide file system similar to Google File System and MapReduce API
JE7AUDT 2 50 & M3 ¥ 8 A ik B AR F

Based on UDT which enhance the network performance

Open Cloud Testbed A ## 4 B 3X3% 3%, » 3t B 45 MalStonesX A8 #F P 3K 34

Open Cloud Consortium provide Open Cloud Testbed and develop
MalStone toolkit for benchmark

W
Mational Center for Data Mining U IC ‘ﬂ ' Open Data Group
A University of lllinois at Chicago qoen data httpiliwww.opendatagroup.com/



http://sector.sourceforge.net/
http://sector.sourceforge.net/
http://sector.sourceforge.net/
http://udt.sourceforge.net/
http://udt.sourceforge.net/
http://www.opencloudconsortium.org/testbed.html
http://www.opencloudconsortium.org/testbed.html
http://code.google.com/p/malgen
http://code.google.com/p/malgen
http://code.google.com/p/malgen
http://www.opencloudconsortium.org/
http://www.opencloudconsortium.org/testbed.html
http://www.opencloudconsortium.org/testbed.html
http://code.google.com/p/malgen/wiki/Malstone

What is

Fz

adoop

lieooop o s software platform
SNoneeasilawriterandrun

i~ process vast

thatlets
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amounts of data.
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master slave

MapReduce
layer

HDFS
layer

multi-node cluster
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2z 45 % NameNode &+ % DataNode

-Master

% 3% HDFS %% i@ W || *Workers
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HDFS fj 4

Intfroduction to Hadoop Distributed File System

Jz122 Y/z100)
(20-TsUney Y/z1ny)
Jjazz@nche.oryg.tw
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. Hadoop Distributed File System
F IE 12 Google File System 4 $7:% 5% k%
— Reference from Google File System.
— - BENF DI AR LR PO H ST RESAT
— A scalable distributed file system for large data analysis .
—~ FIENRR PP EARE X VIR EFTES G
— based on commodity hardware with high fault-tolerant.
— B gt 2 R R N B TR

— It have better overall performance to serve large amount of
users.



« M4 ZE L+ Fault Tolerance
— AW FE T ¥ a2t Ry
— Failure is the norm rather than exception
— f B
— automatic recovery or report failure
¢ B inzienF 3B Streaming data access
— PR AGE G A 2T
— Batch processing rather than interactive user access.
— 3 Throughput » #t4 Latency

— High aggregate data bandwidth (throughput)



Faz1iras of rlDFES L
r1OFS g d & L
<~ {HEFH F Large data sets and files
— % ¥ Petabytes & & di 7 &
— Support Petabytes size
- ®#5-3 Coherency Model
— - & B » > % =3P Write-once-read-many
— v - kM2 5 This assumption simplifies coherency
A iFE Data Locality
— IFA SR Y > BT AR A W R
— “move compute to data” > “move data to compute”
R¥T -#4E1: Heterogeneous
— TRAEARETFL T~ o
— HDFS could be deployed on different hardware
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HDFS Architecture

Metadata (Name, replicas, ...):

/home/foo/data, 3, ...
Metadata ops~~ Namenode
Block-ops
Datanodes Datanodes
L] ] — H = =
Replication
- [j\ i Blocks
J/
) ~ o N
Rack 2

Rack 1



-

rlovy ddoas £ DFES wweorl/ o,
_I'J_I-)J":‘j ‘1’15'1?.{3?1/? |

Namenode (the master)
Path and Filename — Replication , blocks

name:/users/joeYahoo/mykFile - copies:2, blocks:{1,3}
name:/users/bobYahoo/someData.gzip, copies:3, blocks:{2,4,5}

.f"v

Metadata .-

Datanodes (the slaves)

/O
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 Increase reliability and read bandwidth
— robustness : read replication while found any failure
— High read bandwith : distribute read ( but increase write bottlenet )

Namenode JobTracker
file1 (1,3) Map tasks TaskTracker
file2 (2,4,5) Reduce tasks .

ask for task

Block 1




Aools Fls Tolarzine L,
_I'J_)J"J lr' J:\-; "‘—J\ ?:"‘ “r,j' rv‘ l,’] ddd

o = B Data integrity
:F‘T\ Fol B e — checked with CRC32
Data Corrupt — R AP g R
— Replcae corrupt block with replication one
* Heartbeat
— Datanode send heartbeat to Namenode

* Metadata
— FSImage -~ Editlog = #3594 % P &
— FSImage — core file system mapping image
— Editlog — like. SQL transaction log
— STy PR EERET LS R
NameNode Fault — Multiple backups of FSImage and Editlog
— Manually recovery while NameNode Fault

Network Fault
DataNode Fault




Conaraacy odal zind Pariormzinez of rl e
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W% - k34 Coherency model of files

— FIERENATH B R A NH PR R Y LS R T

— NameNode handle the operation of write, read and delete.
F¥ 7223 i4] Large Data Set and Performance

— FEEF B RHB A 1L 64MB E H -

— By default, the block size is 64MB

- X HRATHEG FEOCF

— Bigger block size will enhance read performance

—AnRE T T o < - R

— Single file stored on HDFS might be larger than single
physical disk of DataNode.

— FRIDIALH LB A R E
— Fully distributed blocks increase throughput of reading.
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jazzfihadoop:~% hadoop fs
Usage: java FsShell
-1s =path>]
-lsr «=path=]
-du =path>]
-dus <=path>]
count[-q] <path=]
mv <src> <dst>]
Ccp <src> <dst>]
rm <path>=]
rmr <path>]
eXpunge]
put <localsrc> ... <dst>]
copyFromLocal =localsrc> ... =dst>]
-moveFromLocal <localsrc> ... =dst>]
-get [-ignoreCrc] [-crc] =src>» «<localdst>]

[ -
[ -
[ -
=
[ -
[ -
[ -
[ -
[ -
[ -
[ -
=
[
[ -getmerge <src> <localdst> [addnl]]
I
[ -
[ -
[-
[ -
[ -
[ -
[ -
=
[ -
[ -
[ -
=
[-

|

-cat «src>|

-teXt <src>]

copyToLocal [-ignoreCrc] [-crc] =src> =localdst>]
-moveToLocal [-crc] =src> <localdst>]

-mkdir =path>=]

setrep [-R] [-w] <rep> <path/file>]

-touchz <path>]

-test -[ezd] <path>]

-stat [format] <path>]

-tail [-T] «=file>]

-chmod [-R] <MODE[,MODE]. | OCTALMODE> PATH...]
-chown [-R] [OWNER][: [GRDUP]] PATH. ..]

chgrp [-R] GROUP PATH...]

help [cmd]]
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A il G2 5 2 i

Example 1: Example 2:
||| ||||||||.||} I."r '“"'-,_,HH III"
f;"'l
f,f’"
\ B T 4|_)
h““--‘_q_ﬁ_ s
L L > Example 3
sgrt{2)
Example 4: The way to climb 5 —
steps stair within 2 steps each —

time. EELﬁr'J”EJEI ek > =
o b g g s
fjﬁf‘:ﬂ F %El?“j[ij ? i

Ex : (1,1,1,1,1) or (1,2,1,1)



YAz12 15 zodadycs 73
ARl oRad s 77
MapReduce £ _Google ¥ #enfrdi & ] > 1 8 * kg2 + 7T

MapReduce is a patented software framework introduced by
Google to support distributed computing on large data sets on
clusters of computers.

R p ¥R ¥ dhmap & reduce Si¥k -

The framework is inspired by map and reduce functions commonly
used in functional programming, although their purpose in the
MapReduce framework is not the same as their original forms

— Map( . ) : Source: http://en.wikipedia.org/wiki/MapReduce
e Ex.[1,2,3,4]—-(*2)->[2,4,6,8]
— Reduce(...):

« [1,2,3,4]-(sum)->10
Logical view of MapReduce

 Map(k1,v1) -> list(k2,v2)

* Reduce(k2, list (v2)) -> list(v3)


http://en.wikipedia.org/wiki/MapReduce

Googla's Ylzpidadics

Googla i ilzioidady

TR e

Diz1e)rz111]

Input

® 9O ¢

¢

'

'

? ¢

Intermediate | kl:v kl:v k2:v

k3:v kd:v

kd:v k5:v

led:v

kl:v k3:v

Grouped

Output

[[Gmup by Keyj]

kl:v,v,v,v

kS‘»"-,

kd:v,v,v

k5:v

ééééé




fjoyjj SHViapRean o2 1 Pzl 2]

Goolz iyl oo d e o 2E FF A ]

___________________ —_ —_— — e — e — -
Ir Map Task 1 -: Ir Map Task 2 | Ir Map Task 3

| L L

| L L

| L L

| L L

| L L

| L L

| klowv klow k2w | || k3w kdw kdw kv | | ke v lelov k3w

| Fartitioning Funetion I | Fartitioning Function | | Fartitioning Funection

Sort and Group
klvwvwvwy | k3w

<0

Reduce Task 2

[ ——— — —_ —

Sort and Group
ke ov v v

§<@@@

Reduce Task 1




rlovys dozs Yzioaduca vwori in rlzidooy

JobTracker §?
NameNode B~ %
F &8 8
blocks

rlzdoop izoidsdyss &

map |7

map 7|

map |7
JobTracker i% #c B

TaskTracker % i®
Map & & » & 2
A

& T/l__ ;._‘-7
L

it

5 £
(1= =0

_____________________________________________

reduce

output
HDFS

JobTracker #-¢ ¥

HERERA G
T E D
TaskTracker 3

reduce

y

part0

JobTracker
B
TaskTracker

it reduce

part1

reduce = 4 i v
JobTracker £2
Namenode 1 &
4 output



Wz1piEadica 9y Z.¢Gi) ,JJ 2 (<)
| (1)

- 2/
| |

ISP E I CEREE

| am a tiger, you are also a

T = -
” ,
-

tiger
' 1,1 A
am
a =/ Lam.1 a (1.1)
a,1 also (1)
tiger tiger,‘l sort am,1
)a,?eu map )|youl |> & are (1)
shuffle 1.1
are,1 ;
tiger(1,1)
also also,1 you (1)
2 map )| a,1
tiger ’
tiger,1 1)
JobTracker #£:E 7 = B Map 4 #& {4 > hadoop i& {7

Tracker & map

AN sl 2

=/

reduce

JobTracker £ % —
TaskTracker i® reduce

B

a,2
also,1
am,1
are,1
1,1
UQerZ
you,1




Wz1piRadica 9y 2. ,JJ—» (Z

UzoRaducs &1y vl (2
ab sqrt(a + b)
cd sqrt(c + d)

10 00 3.0
32 0.8 32.0 $ ?

1.0 14.0 1.0 (0,sqgrt (1.0 + 0.0 + 3.0))
- ] (1,sqrt (3.2 + 0.8 + 32.0))
. 2,sqrt (1.0 + 14.0 + 1.0
Input File (s sare )
001.0 // A[0][1l] = 1.0 (0,1.0)
010.0 // A[O][1l] = 0.0 (0,0.0) erdliee
02 3.0 // A[0][2] = 3.0 map »(0,3.0)
10 3.2 // A[1][0] = 3.2 (1,3.2)
110.8 // A[1][1] = 0.8 (1,0.8) | sort/ (0,{1.0,0.0,3.0})
(1,{3.2,0.8,32.0})
12 32.0 // A[1]1[2] = 32.0 (1,32.0) ELEE 77 (2, (1.0,14.0,1.0})
20 1.0 // A[2][0] = 1.0 [ (2,1.0)
21 14.0 // A[2][1] = 14.018P 7 » 14 0
22 1.0 // A[2]1[2] = 1.0 (2,1.0)
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L
L=
C
L

L
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L

VPR EWUCENSESTIA
1zokdsdycs £

C A RHTH B

o Large Data Set  Text tokenization
* |ndexing and Search
+ T4 fR X

* Data mining
* Parallelization » machine learning

*_http://www.dbms2.com/2008/08/26/known-applications-of-mapreduce/

*_http://wiki.apache.org/hadoop/PoweredBy
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Prodrigl Proioiyoz (v 0.20)

Class MR{ PR VEIEICIEIESIET IR PR EIERSE R, :
Map static public Class Mapper -+ { Mapper A% 3 25
B ; e ',
. }statlc public Class Reducer ---{ Pedlieer ﬁff.;(\‘ Pt
B main(){
Configuration conf = new Configuration();
Job job = new Job(conf, “job name"");
job.setJarByClass(thisMainClass.class);
o job.setMapperClass(Mapper.class);
ET\L_’ job.setReduceClass(Reducer.class);
5k FileInputFormat.addInputPaths(job, new Path(args[0]));

H

FileOutputFormat.setOutputPath(job, new Path(args[1]));

............................................................................................

[->)
(_'_
=y
D
'—*
@
@)
=
—t
P o
0Q
c
'—*
D
|t
=
\\\ﬁr
il
<9
oy
L
=

Job.waltForCompletlon(true),

11



Prodgril Proioiyoz (v 008

Class MR{

Map 1 static public Class Mapper «--{ | \
i : } LB e

Reduce static public Class Reducer ---{ -------------- i
i } - Reduce #2375

main(){

JobConf conf = new JobConf( MR.class );
conf.setMapperClass(Mapper.class);
conf.setReduceClass(Reducer.class);

YA

FileInputFormat.setInputPaths(conf, new Path(args[0]));
FileOutputFormat.setOQutputPath(conf, new Path(args[l])),

JobClient.runJob(conf);
13

12



YWord Colins « z1002r

1 class MyMapper extends Mapper<LongWritable, Text, Text, IntWritable> {

. private final static IntWritable one = new IntWritable(1);
2 | private Text word = new Text();

3 public void map( LongWritable key, Text value, Context context)
4 throws IOException , InterruptedException {
. § tring line = ((Text) value).toString();
6 |
’ word.set(itr.nextToken());
& context.write(word, one);
9
o
/ Lty > <word,one>
/user/hadooper/input‘fa.txt / |
<no,1l>
...................... ko >P news’J- is >har>b good PP news <news . ] >
............ O X K 5 X X :
No news is a good news. \ \ \ \ \ \ \ <is, 1>
""""""""""" AN itr || itr itr | itr| itr itr itr <a 1>
\ \ <good, 1>
| e <news, 1> §




WN -

o ~NO O~

YWord Cotjrge ~ racftjear

class MyReducer extends Reducer< Text, IntWritable, Text, IntWritable> {

IntWritable I'CSlllt = new IntWritable();

public void reduce( Text key, Iterable <IntWritable> values, Context context)
throws IOException, InterruptedException {

int sum = 0;
~ Tor (IntWritable val: values )~ ~ ~ "1
sum += val.get(); :

— resultset(sutm)yr ——————--——— -
context.write ( key, result);

for (inti ;i< values.length ;i++){
sum += values[i].get()

h

<word,one>

<a, 1>

<good, 1>

<is, 1>

<news, 121>

<no, 1 >

<key,SunValue>

<news, 2>

14



YSord Colind — 1zl D70 7]

Class WordCount{

1

main()
Configuration conf = new Configuration();
Job job = new Job(conf, “job name” );
job.setJarByClass(thisMainClass.class);
job.setMapperClass(MyMapper.class);
job.setReduceClass(MyReducer.class);
FileInputFormat.addInputPaths(job, new Path(args[0]));
FileOutputFormat.setOutputPath(job, new Path(args[1]));
job.waitForCompletion(true);

15
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HBase T E & *

Adapted From http://hbase.apache.org 2


http://hadoop.apache.org/hbase/

HEBASE

® Hadoop st &

'S ’El

# Hadoopi&

¢ {4 * Hadoop:&
AERHF. G
* HI5
¢® =
® FH

® iriF /f@,_ Hadoop ]

“E‘Eﬁ‘;}l ) '«/7{ f,; PL ¢
Y kegEEks A0
LN S N
- =X ?7?
/9:/:-‘


http://hadoop.apache.org/hbase/

RDBMS / 4 &

® Relational DataBase Management System =
RNy S A LA
¢ Oracle ~ IBM DB2 ~ SQL Server ~ MySQL....

EHEEEZ6 (DBMS) (i -515 - 158 - B )

o
FHE - ENERL - SUERETEE - W (EHE)  ERREE - SaEEEHE - ACID - Nullg
R EAE - MRS - REREE - EMEEEE  SREEE -  SHELEAL - 2B=EY - B SRR
T8 AR - HE ER - EER

FHETH saL
BEZHEE - Wi SHER B (ENE) SHHE  SUESHE EHEE 48 SHZHES0OL - SHESES00L - SRBEETSOVL - SR

El EEDCL
pEEie s - SRESE $54 1 SELECT - INSERT - UPDATE - MERGE - DELETE - JOIN - UNION -

CREATE - DROP - Begin work - COMMIT - ROLLBACK - TRUNCATE -
ALTER
ZE . SALEHBENE - a8l Ed
HHEEERRNER
RAR

FRE T E - BRI EHE - Deductive - SEE{HEHE - BER - HEHE - MR EAE - Temporal - XMLEHE

FHEER EHESS
WOFETL (i) - RREREY (23EL) BHEE - EARELE - BHEHE  HAZSAL - 0DBC - JOBC - OLE DA


http://hadoop.apache.org/hbase/

RDBMS &+ + F5

® RDBMS 4#
® HETIFM Y REE g iTS N
¢ SQLFZ ¥ ik e

* = Ewﬂ@i4 o g H L
3’;- eSS
& R J}Jﬁﬁ‘ﬂﬁ £g
4 FE'F* k]

® i i oBERE

T

HEBASE


http://hadoop.apache.org/hbase/

HEBASE

BE% o EHRDBMS

3 B-dquery Yt B O~ Haquery f
¢ Replication

® slaveiF s FF > g =& LR £4F
cache #p e ~ %
¢ Memcached

® U rqueryA&ZiBH SF U menE pE o
replication # =R 32 = 5 Slave — 4= #*
¢ Sharding
& xPRid- Jo FRITHLRIE & (e Flickr)



http://hadoop.apache.org/hbase/
http://www.flickr.com/

$ & 18 B 4 RDBMS 4k 8t

£ application server & F_libraryfie & » & B %
A3V 3y A 3 FOR 2 v B node

@
T

AR
i
3
b
Va2
=
[andly
I
-\
"
[

l@ ﬁi'@

® 3t schema P FiiR, 0 % — 1 cluster
~ pF £ rebalance

HEBASE


http://hadoop.apache.org/hbase/

% % 2tRDBMS# ¥

® Web20 gzt Fiz

¢ 7 F & transaction

¢ 7 "JOIN = ik

& 5 =x SELECT £%#
¢ - I‘%“ﬁé:% zi_—- “ DB % enSQLAZ ;¢ &
‘ 5 ¢ SQLA ez 45

T

HEBASE
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#%-RDBMS fj b v

® RDBMS -> key-value DataBase
& [ivH 7 ZE P > IR FT key-value
7
= GET(key)

= SET(key, value)
« DELETE(key)

® 7 i Excel

HEBASE
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HEBASE

Distributed key-value System

® key-value DataBase -> Distributed key-
value DataBase

® ‘33 key-value 7 o scalability - i ¥
5‘34\:%;&&55;,)7&? VAN S B B EAE R

O il EIMXEAIA A TR

® i f % NoSQL DataBase

10


http://hadoop.apache.org/hbase/

HEBASE

¥ R &7 NoSQL

OpenSource

HBase (Yahoo!)
Cassandra (Facebook)
MongoDB

CouchDB (IBM)
SimpleDB (Amazon)
Commercial

® BigTable (Google)

11


http://hadoop.apache.org/hbase/
http://hadoop.apache.org/hbase/
http://hadoop.apache.org/hbase/
http://www.yahoo.com/
http://incubator.apache.org/cassandra/
http://www.facebook.com/
http://aws.amazon.com/simpledb/

2010 & NoSOL Bt 748

1. Cassandra
2. HBase

3. CouchDB
4. MongoDB
5. SimpleDB

(2010-07-25)

HEBASE

Job Trends for simpledh = Hbase = Couchdh = Mongodb == Cassandra
0014

0oz

L AA
m o oA

0 :f‘ﬁ‘ — NS
Mow 02 Jan03 Mar03 Maw0D3 W03  Sep0d Mow 03  Jan 10 Mar 10 May 10

Nov 1, 2008 - May 31, 2010 SimplyHired .com
, -

Simpledb, Hbhase, Couchdb, Mongodb, Cassandra Job Trends

This graph displays the percentage of jobs with wour search terms amywhere in the job
listing. Since Movember 2008, the following has occurred:

¢ Simpledb jobs increased 357%

Hbase jobs increased 745%

Couchdb jobs did not change or there is no data available

tongodb jobs increased 18 480%

Cassandra jobs did not change or there is no data available 12

Fercentage ot Matching Jobs
=
[}
o}
(a7}



http://hadoop.apache.org/hbase/

HEBASE

HBase 3 E & *

A 2 HBase4rim @ Xk » v & Why, What
How ....» M % ¥ mé‘”#

HBase, Hadoop database, is an open-source,
distributed, versioned, column-oriented store modeled
after Google' Bigtable. Use it when you need random,

realtime read/write access to your Big Data.

Adapted From_http://hbase.apache.org 13
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T

HEBASE

BigTable ?

Bigtable: — i 4 1 ficdy ch 4 1 34 03 4

—

/
lf‘ ‘S/‘L»

Google Stylesrficyg & > @ * ‘it oo
< F K3 REEy

35k FEERE B F A 003 SQLAE K A3 o

CORLEESE R R

PB. % 3 & it

S SEEC ST
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HEBASE

HBase

& 3P £ 1 5 47 1 Bigtable

HBase 2 Hadoop 4 %t # % & 4 (HDFS) %
A#H > & EiFBigtable # i

® HBase AL J 1T BT kL

K 02 4 Fe 0 R 24 (Multi-Dimensional Map)

® 6 06 o

B
TEEHBLEE R AT
® HBase if * ¥t % frt F - BRIRE ¢
%k % 73 Petabytess e g 42
® HBasefr pF 3% i=-Hadoop MapReduce#g ;8 2% 3+ -

15
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T
L]

HEBASE

Y

Started toward by Chad Walters and Jim
2006.11

¢ Google releases paper on BigTable

2007.2

¢ Initial HBase prototype created as Hadoop contrib.

2007.10

¢ First useable HBase

2008.1
¢ Hadoop become Apache top-level project and HBase becomes
subproject
2010.3
¢  HBase graduates from Hadoop sub-project to Apache Top Level
Project
2010.7

¢ HBase 0.20.6 released

16
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HEBASE

*

¢

*

¢

¢

*

*

21 # HBase

Adobe
i ¥R * (Structure data)

Kalooga
Bl & 4% 51 & http://www.kalooga.com/

Meetup
ALFEE € b http://www.meetup.com/

Streamy

= 7 K_MySQL # # 3] Hbase http://www.streamy.com/
Trend Micro

Z =h4F + 7 1 http://trendmicro.com/
Yahoo!

RE3 = & fingerprint & 4. € 47 http://www.yahoo.com/

More
http://wiki.apache.org/hadoop/Hbase/PoweredBy

17


http://hadoop.apache.org/hbase/
http://www.kalooga.com/
http://www.meetup.com/
http://www.streamy.com/
http://trendmicro.com/
http://www.yahoo.com/
http://wiki.apache.org/hadoop/Hbase/PoweredBy

S+ -2 % HBase?

NN

7 2
/Jéx YU

# K_BE 2% 3¢ (Relational) 3

SNy
& L R(Table)r 7 - ik ”‘é 51 (primary index) ¥ row key.
& 7 3% Ejoin
4 A %Lftf SQLFP /i‘ °©

# #Javad st B, 2 REST2 Thrift% 4 & o
# % getRow(), Scan() 5 B~ F L o

¢ getRow()™ B~ - Frowrangesn it o e Es 7o dn Tk

~ (timestamp) o

Scan()¥ 1 B~ EE B & 2 ehF ok e E - d=row range
(3k z_start key, end key)

”ﬁ *LenE M (Atomicity)£2 = 4 (transaction)# st .
Fy - AR & (bytes)
¥ 11 fe & MapReducet=z 78 - i {7 4F FE e 1T B Y

18
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Data Model

® Tableix rowkey k p ## 5
® Tableschema ® & z_& column families .

& = igcolumnfamily ¥ 3 & *T#c £ - columns

& = @columneniE ¥ 5 & "L hpF A 5% A (timestamp)

¢ Column¥ r# jr x73 > = Brow# 7 7 I #E hcolumns o
&

f — 1% column famllymcolumnsg HEL- BPMEETHE
= & column ¢ ¢ fﬁf*}% o

byte[] &_r& - %384 i (Row, Family: Column, Timestamp)
Value

[ Column Family
"contents:” anchor:cnnsi.com” "anchor:my.look.ca"

IS U W O 0

= [ roNN" |-t CENLcom 1= 4y

[ :"<html>...(":_7;¥t\i;___: ______ g________g _____ i‘t

| TimeStamp J | value

¢



http://hadoop.apache.org/hbase/

——— T —

Data Model

® HBase§ "= } %3 TableF » &_r2column family
= H kg

Row Key Time Column (Family)
Stamp | “content:”

com.chn.www 19 “<html>_..”
te “<html>_..7
Time Column (Family)
com.chn.www {9 “‘anchor:.cnnsi. “CNN”
t8 ‘anchor.cnnsi. “CNN”
com’ “MyLook”

“anchor:my.loc —


http://hadoop.apache.org/hbase/

HTable = #

Table, Family, Column, Qualifier , Row, TimeStamp

Contents Department
news bid sport
t1 ‘%It o AEAZS"| “tech”
> | com.yahoo.news.t | “FFH P 51500 |
W -~
‘3007 | TR T
FJ _— . — 13 ”
t3 B RS tech
i e I
1 com.yahoo.bid.tw |phonié}’G 9/17 p * “«3c
com.yahoo.sport.t
t1 W “Nadal =%}~ “MBA”
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Regions

® I iAd - 5B region T
¢ Region ¥_d H startKey #2 endKey “Tip L
o ’fﬁregion?ﬁ‘é FeM i BEARaEEr @ "
A0 BcBHDFS # % & % B 7H = » 124§ region
¥ 4 Hadoop § % 4f ﬁi

Region Row Keys Column Family
"Content|:”

‘b\

Region 1 | O0000
00001

09999
Region 2 | 10000

29999

HEBASE



http://hadoop.apache.org/hbase/

Base # Hadoop # fie 73 #

From:
http://www.larsgeorge.com/2009/10/hbase-
architecture-101-storage.html

HRegionServer HRegionServer

HRegion HRegion

E Store

Stre Store é
StoreFile StoreFile 0

StoreFile StoreFile s StoreFile

HBase

DFS
Client

Y ~ I
EEEEEEE mEEEEEE’ 7 |'m

A ~
Clent | | »IIII"IIIIIIIIFIIII"-

[T

8 (poogoo | (@S%DEFS\TDDD%Z(DW ‘ooogoo || ﬁ&%m\
¢ | 000000 || 000000 |*000000 || 000000 || Dpooso | ..
% | 000000 || 000000 || 000000 || 000000 || 0boooo

DataNode DataNode DataNode DataNode

DataNode



http://hadoop.apache.org/hbase/

HBase 0.20 3% ¢

® %L H Z4 sl 4% (single point of
failure )
¢ Ex: Hadoop NameNode failure
K TARICRE A L ATE EATEC
® "fi:% g (Random access) »xiy 4rfF
MySQL

HEBASE

24
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Z O O ke e p e r ? Zookeeper Server

® Hadoopsi 7%+ 7 ar i
B [ St I o e S e e ESESE T _l ________
I SendThread || | | EventThread :

K15 ) g I VI g
@ 4huFX AN 4 | | } ro—
T ja.f';v’v ;;% ,:Li %5 : Outgoing Queue | |Pending Queue ::ll;} Eventg :
L, e ———— - —————— _!
® GooglesChubby
ClientCnxn

- o 3L E- B = 4
® I+ l\'?E] l_!;,_ﬁjb_gl_ 'f:v UNY

I 'z Watcher
Fr ik 2 :?7 N EF— |Request lResponse l Event

® Master/ Client é’ﬁ# ;

Master ¥ ¢ 3%? % M equest Response ng::;:
o |

<

Zookeeper WatcherManager

NN\

-—

Client

L. From: http://www.spnguru.com/?p=211 25
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2R B EAB A A A A

ZDNet Taiwan - Hx 3 © SR A X 2 MHE - FH
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124 NIDS &9 %

A RE (1) L4k B 3% A

MNZE B ARG E A LA AR —EAR

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.363811 168.150.177.165:1051 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:4000 IpLen:20 DgmLen:138 DF

kR AP*** Seq: 0x2ES89B8 Ack: 0x642D47F9 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.385573 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:80 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.386910 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:82 IpLen:20 DgmLen:161

Len: 133

[**]1[1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.388244 168.150.177.164:1032 -> 239.255.255.250:1900
UDP TTL:1 TOS:0x0 ID:84 IpLen:20 DgmLen:161

Len: 133

[**][1:538:15] NETBIOS SMB IPCS$ unicode share access [**]
[Classification: Generic Protocol Command Decode] [Priority: 3]
09/04-17:53:56.405923 168.150.177.164:1035 -> 168.150.177.166:139
TCP TTL:128 TOS:0x0 ID:94 IpLen:20 DgmLen: 138 DF

*EEAP*** Seq: 0x82073DFF Ack: 0x2468EB82 Win: 0x4241 TcpLen: 20

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.417045 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:105 IpLen:20 DgmLen:161

Len: 133

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.420759 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:117 IpLen:20 DgmLen:160

Len: 132

[**][1:1917:6] SCAN UPnP service discover attempt [**]
[Classification: Detection of a Network Scan] [Priority: 3]
09/04-17:53:56.422095 168.150.177.164:45461 -> 168.150.177.1:1900
UDP TTL:1 TOS:0x0 ID:118 IpLen:20 DgmLen:161

Len: 133

[**][1:2351:10] NETBIOS DCERPC ISystemActivator path overflow attempt little endian
unicode [**]

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
09/04-17:53:56.442445 198.8.16.1:10179 -> 168.150.177.164:135

TCP TTL:105 TOS:0x0 ID:49809 IpLen:20 DgmLen:1420 DF

R AFEEE Seq: 0xFI9S89BBF Ack: 0x82CCF5B7 Win: OXFFFF TcpLen: 20

[Xref => http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx ][ Xref =>
http://cgi.nessus.org/plugins/dump.php3?id=11808][Xref => http://cve.mitre.org/cgi-
bin/cvename.cgi?name=2003-0352][ Xref => http://www.securityfocus.com/bid/8205]

[**] [122:3:0] (portscan) TCP Portsweep [**]

[Priority: 3]

09/04-17:53:56.499016 198.8.16.1 -> 168.150.177.166
PROTO:255 TTL:0 TOS:0x0 ID:1750 IpLen:20 DgmLen:168
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124 NIDS &9 %

AR RS (2) BhkE B
SR 6

AT AA R BE R EEE 7 X 2R3

=, A ] = s ([BA Oue = 0

. File Edit View Go Bookmarks Tools Window Help
[» [ |

AR

Basic Analysis and Security Engine (BASE)

me | Search | AG M

Added 0 alert(s) to the Alert cache
Queried DB on : Thu October 14, 2004 22:04:44

Meta Criteria any
IP Criteria any
TCP Criteria any
Payload Criteria any

Summary Statistics

[ Back ]

Sensors

Unique Alerts [ classifications )

Lnigue addresses: source | destination
Unique IP links

Source Port: TCP | UDP
Destination Port: TCP | UDP
Time profile of alerts

Displaying alerts 1-50 of 81 total

[ 1D = Signature =

[snort] NETBIOS SME IPC% share unicode access
[ #0-(1-84)

[snort] NETBIOS SME IPCH$ share unicode access
[~ #1-(1-83)

[snort] NETBIOS SME IPC$ share unicode access
I~ #2-1-82)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
[~ #3-(1-80)

[snort] (http_inspect) OVERSIZE CHUMNK ENCODING
™ #4-1-81)

= Timestamp =

2004-10-08
11:25:441

2004-10-08
11:25:31

2004-10-08
11:25:05

2004-10-04
22:25:441

2004-10-04
22:25:41

= Source Address >

192.168.1.100:1613

192.168.1.100:1 608

192.168.1.100:1 601

192.168.1.4:42184

192.168.1.4:421 63

= Dest. Address >

192.168.1.4:139

192.168.1.4:139

192.168.1.4:139

67.19.245.228:80

67.19.245.228:80

= Layer 4 Proto =

TCP

TCP

TCP

TCP

TCP

== ]
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ICAS-I

o MAEZAR R4S E AT _EAR B E AT ICAS-| B F %6
Hadoop # % A4 %.% M ( HDFS )

» #| Al Hadoop # MapReduce T & &M P& +t09 8 &
i R E

o AT RIZEH EAS KN ETHE HBase A

10



|
13 s
HDFS JobTracker w:

;@hadﬂmp —

Intrusion
Detectoin
System | Cloud Platform Database




ICAS-| #45-1% Y 3k

Destination Attack
Signature

Source IP

Destination

Source Port

AR

Packet
Protocol

Timestamp

Destination Attack

Host 1

Signature

Trojan

Source IP

Sipl,Sip2

Destination

Source Port

Packet
Protocol

Timestamp

80,443

4077,5002

tcp

T1,T2,T3

Host 2

Trojan

Sipl

443

5002

tcp

T4




ICAS-| RS S5 ) 3 3T

Machine:

— CPU : Intel quad-core, Memory : 2 GB,

OS : Linux : Ubuntu 8.04 server

Software : version

—Hadoop : 0.16.4

—Hbase : 0.1.3

—~Java: 6

Alerts Data Sets

—MIT Lincoln Laboratory, Lincoln Lab Data Sets

— Computer Security group at UCDavis, tcpdump
file

13



ICAS-| %4857 BF ]
The Consuming Time of Each Number of Data Sets

B Tradi tional & 1 nodes | | 2 nodes & 4 nodes & 6 nodes
1000

374374 383.82

=
(=]
o

Anal ysis Tine (sec)

=
o

734

1 I

3
&
g
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ICAS-| kA &g &

Throughput Data Overall

Nl [ raditional

Analysis Time (sec)
Il nodes 2 nodes 4 nodes 6 nodes

1.068
1.333
1.76
3.145
4.73

7.909
14.949
19.901

374.374
383.82
301.346

Results

Reduction
Rate

39.51%
97.11%
97.93%
97.68%
97.19%
99.04%
99.27%
93.00%
98.87%
98.87%
99.72%




ICAS-

+ ICAS-| M EHENFHE » AMiR L FHHL
e ICAS-Il 35 # ABI4E & 5 18 5533 &k — TR 2521 B 26
o RA AR T XA BT A AL E S S

— A& A FHFZ VL SCP 2% 3] ICAS 1F B 4%

- B A EBICAS ®A L% - o
— 2R F AT B A
@ v c "] } .J hitp:fzecus nehe org twficasiche] ’fﬁ ? 5}%%5 T I-l__l J.:{% .i' ’ ,% \éjz‘t

) 1cas al: WAT E{E— bt B &

Google SEREZMEE ' B [Googe THF) BEMFE? waEsE 2 BE

FPlease upload your Snort Log

(ex fvarflogfsnortialert. ). /
rloat( |

@A TN = (e | [
71% Snort é@ %g’éﬂt"’élié go to final report directony
ICAS 757 )




ICAS-Il Tz A 8)3R & ¢ SR K B E

438 |CAS-Il 24T » =T UAF 5| sh AR B H o
B PHEE AR AAGE s TR EXFREXEFGELEF X o
LEI G RBEB RGN Zﬂi%]/{ﬁﬁ%—i TRy ) 8p BE LTy ik o

ﬂ:l LA IP 168.150.177.166 2 168.150.177.164 A #EATHE % 69 &
AT R

239255255250 168.150.177.1

P
t={:t1.ﬂ:l.'l
33 "IHE] [191 ]
/
f /
.'/ 'rl 'II
) | |I
I|II / - . — P f : -
[ Attempt |'I_1'Lttamp Attempt I.-"f_-""ttaupt ’__.--""-- fi " " Inf f :' h
I.' [2351] |' [2351]] [2351] [/ [2351] | -~ 3 P 5,”# b} 5 i
| f -~ :
|I | 1 / e d :
l Attempt Attempt | Attack ) Attempt
| 20222180243 [2351] 168.150.177.185 168.150.192.114 [2351] [2003, 2004] .55[2351]
| R .,-'-"'- "-\.\_"""-lq______ H 1
e — o T = = ! \
— Attempt T«f’f Attempt Kttauptl'l lttaupt . Attack I_:Lttampt e '|I Attempt
[Eiillfl [2331]/ [2331] ) [2351] = [2003, 2004] | [233]] i T— | [233]]
o __,_,.o-"' h ""'-\._L I“"’~-_\_ A _h'_'—\—____
1 -I""-FFF T}-_r_'--\._l _*— ____"‘-L *_'___,_-""-J-H-"‘L ____;_,_-'L":______'. ;_- -
4.160.123.244 168.150.192 141 §1.157.130.106 69.107.9.201 221.832.108 62.81.190 49 165.165.187.
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&) NutchTatorial - Nutch Wiki - Mozilla Firefox
BEO FKEE WRO BL ZFE® IRED HEO

@ v C‘ BT
o) FERE | | mFELRE Eesn B

2 wanei2009/0409 - Clovd Computing

Nutch Wiki =2

NutchTutorial

BE R¥EH SHEED 3%
B M e v

hittpofteiki apache.orgfnutch/Nutch Tk

NutchTutorial - Nute

NutchTutorial

Requirements

1. Java 1.4 x, either from Sun or IBM on Linuxis pret
2 Apache's Tomcat 5 x orhigher.

3. OnWWin32, cygwin, for shell support. (Ifyou plan to
4. Up to a gigabyte of free disk space, a high-speec

Getting Started

First, you need to get a copy of the Mutch code. You car
directory. Or, check out the latest source code from sub

Try the following command:

bin/nutch
This will display the documentation for the Mutch comm:
Good! You are almost ready to crawl. You need to give

1. Open up $NUTCH_HOME/confinutch-default xml -
2 Searchforhttp.agent. name , and give itvalL
3. Optionally you may also sethttp. agent. url

MNow we're ready to crawl. There are two approaches to

4
SERE

IS

TRz
step 1 Z&EFHadoopEs
step 2 RSl
2.1 & nutch ARMERS
2.2 FBhadoop,nutch B #EiSH
step 2 iRIERERE
2.1 hadoop-env.sh
2.2 hadoop-site. xml
3.3 nutch-site. xml
2.4 slaves
2.5 crawl-urlfilter, txt
2.6 regex-urlfilter. txt
3.7 B{EHERIS—&node
step 4 #ifTnutch
4.1 fEiguUrhg 8
4.2 HEBEBETIHDFS
4.2 #hirnutch crawl
step 5 @R MmER
5.1 Z#Etomcat
5.1 tomcat serveris g
5.2 FHEhcrawl#5E
5.4 BENUtchiyEms | EE | tomcat
5.5 BEMES | ERE MR FIRRE
5.6 Erahtomcat

step 6 EZHER

10.9 requires Sun JDK 1.5 or higher.

yoll install, inthe "Devel" category )

Inpack the release and connect to its top-level
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Crawlzilla 1?

« Crawlzilla §§ 4
— 3020004 R SR TR EEWIRAZ L AHP
- BHN280X TP IR FIREFRFILR
— 320104 » E B A T & Z 5 Crawlzilla

- REGETE2JHTIRANG > RS 2 PF S F e

FE1E

- BERIEFATH o - TR jERESE




<= Crawlzilla
 Crawlzilla 3 &4 T 3F 3 # 5
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Crawlzilla® = 4 37
o ¥ 2 LR .L?
- e 3R HERR

. E2 'u”%‘.;j”-:»’% S 4 gﬁgﬂkﬂ [l

o P > ,1‘1”3”?—:3 > irﬁﬁ.iﬂ fi

c E~ — | am a good student.
PR (RAFRE) o AL |- || ¥ 8
PR AF) SR |- B8

-}
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Search | help

Hits 1-11 (out of about] 43 jtotal matching pages):

i ES iR Fli5 8 el N =
iﬁ' £ %F.EIJ.IE' EF'@@E/ ?TJ._E i N ... ERID. PEE ...

t ttp. fwww.cw.com.tw/article/fin C‘&X.JSD?IZ‘—4154? (cached) (explain) (anchors) (more from www.cw.com.tw)

N = o
.E.if '_ﬂl -.JJ-:‘.rJ.JuJ.

. EEEEs: =% ET“Eﬁ . EE (EEES ..

t ttp fwww.cw.com.tw/article/index.jsp?id=37344 (cached) (explain) (anchors) (more from www.cw.com.tw)

http://blog.xuite.net/cwbook/blog
.88, W, 3194, ==, fkiE. =E. &5 ...
http://blog.xuite.net/cwbook/blog (cached) (explain) (anchors)
e (THIiRSE A |
{25615 bytes) View as Plain Text
ﬂﬂﬁ%ﬁﬁlﬁﬁﬁ. S)=1Es! #J:ifh. . movie ( EEEHEF .
t ttp /green.cw.com.tw/Words/wordcwl15 1.aspx {cached} (explain) (anchors) (more from green.cw.com.tw)

X PSS - # =ti b
. IBRFESHUSHE2RESEE ...
t ttp. fwww.cwbook.com.tw/common/book.jsp? productlD=4326 (cached) (explain) (anchors) (more from www.cwlkook
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Crawl BHEEE RERE ERERE BHRR

A8 SIERERE
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3@books
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3@businessweekly
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Crawlzillaf F F 2/ & - FTHEEZ

i HBURL http:lliso.nchc.org.twldocument/
EMESIBE Ihomelcrawler/crawlzilla/archieve/4@nchc-document/index

RAXTH X frEm R

BB 3 EREER
LY T DS

(#F ] 2020202wE 00 [ smxm [#F] 00 2w® 0 | ARE |
[ 0 | sitewww2nchcorgtw || 130 [ 1 | = siteisonchcorgtw | 9% |
[ 2 | sitewwwnchcorgtw || 39 [l 3 | = siteervicenchcorgtw || 20 |
[ 4 | sitesittnchcorgtw [ 4 | 5 [ = siteedunchcorgtw | 2 |
| 6 ||  siteintranchcorgtw || 2 [ 7 | stewwwmedicalgidorg | 1 |
[ 8 ||  sitewlanrcnchcorgtw || 1 9 | siteecogridnchcorgtw | 1 |
[ 10 |  sitewolunteernchcorgtw || 1 ] 11 |  sitewwwfloodgridnchcorgtw | 1 |

[ siteelibnchcorgtw | 1 ]

[ site:pcclusternchcorgtw || 1 [ 15 | siteccolifenchcorgw [ 1 ]

[ sitewbioinfonchcorgtw [ 1 ]

SRR
[ tpeapplicaon [ 202 ][ 1 |
[ wpepdt [ 200 |
: 1

 pemswod |1 || 7 | tpewndmspowerpoint

I
I

L3 |

[ wpetex 00 | 101 [ 5 ]
1l

type:applicationivnd.ms-powerpoint [ 1 Il s I typeapplicationimsword |
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BiEh /2 1L /EFBLEN Tomcat
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NLHL : A oss
Q Crawlzilla ,z stDemo

- k3% % (Demo Video also on )



http://www.youtube.com/watch?v=bRWQ3BXEj4A

Crawlzilla & $tDemo
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NLCHL

uENRIN

Mo F waue@nchc.org.tw
LR rock@nchc.org.tw
Ak 1 shunfa@nchc.org.tw
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NLCHL

10 B F R

* Crawlzilla @ Google Code Project Hosting

— http://code.google.com/p/crawlizilla/

« NCHC Cloud Computing Research Group

— http://trac.nchc.org.tw/cloud
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